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Organisational and Social Issues
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“ Social Issues

o Computer waste and mistakes
o Computer crime

o Privacy

o Health concerns
o Ethical issues

o Patent and copyright violations
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@ " Computer Waste

o Discard technology
o Unused systems

o Personal use of corporate time and technology




Bk iy Preventing Computer Waste and
Mistakes

o Establish Policies and Procedures
o Implement Policies and Procedures
o Monitor Policies and Procedures

o Review Policies and Procedures
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‘Types of Computer-Related Mistakes

Data entry or capture errors
Errors in computer programs
Errors in handling files
Mishandling of computer output

Inadequate planning for and control of equipment
malfunctions

Inadequate planning for and control of environmental
difficulties

Installing computer capacity inadequate for the level of
activity on corporate web sites

Failure to provide access to the most current

information by not adding new and deleting old URL =
links



BX) Useful Policies to Eliminate Waste and
Mistakes

o Changes to critical tables, HTML, URLs should be tightly
controlled, with all changes authorized by responsible
owners and documented

o A user manual should be available that covers operating
procedures and that documents the management and
control of the application

o Each system report should indicate its general content in its
title and specify the time and period it covers

o The system should have controls to prevent invalid and
unreasonable data entry

o Controls should exists to ensure that data input, HTML, and
URL are valid, applicable, and posted in the right time frame

o User should implement proper procedures to ensure correct
Input data
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Computer Crime




£X g Number of Incidents Reported to Computer
Emergency Response Team (CERT)
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< W Computer Crime and Security Survey

Incident 2002 Results
Respondents that detecled computer security breaches within the last 12 months 0%
Respondents that acknowledged tinancial losses due to security breaches B80%

Average dollar loss of the 44% who were willing or able o quantify their financial losses $2.0 million
Respondents that cited their Internet connection as a frequent point of attack T4%
Respondents that cited their internal systems as a frequent point of attack 33%
Respondents that reported intrusions 1o law enforcement 34%
Respondents thal deteclted computer viruses B5%
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Bkl The Computer as a Tool to Commit
Crime

o Social engineering
m  E.g. pre-texting, phishing (email)
o Dumpster diving

= [0 get sensitive personal information such as address,
password, credit card numbers, etc.

o ldentity theft

o Cyberterrorism
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“ Computers as Objects of Crime

o lllegal access and use
= Hackers

m Crackers

o Information and equipment theft
o Software and Internet piracy
o Computer-related scams

o International computer crime
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N\ How to Respond to a Security Incident

Follow your site’s policies and procedures for a computer security incident.
(They are documented, aren't they?)

Contact the incident response group responsible for your site as soon as
possible

Inform others, tollowing the appropriate chain of command.

Further communications about the incident should be guarded 1o ensure intrud-
ers do not intercept Intormation.

Document all follow-up actions (phone calls made, files modified, system jobs
that were stopped, alc.).

Make backups of damaged or altered files.

Designate one person 10 secure polential evidence.

Make copies of possible intruder files (malicious code, log files, etc.) and store
them ofi-line.

Evidence, such as lape backups and printouls, should be secured in a locked
cabinet, with access limited to one persaon,

Get the Mational Computer Emergency Response Team involved if necessary.

If yvou are unsure of what actions to take, seek additional help and guidance
before removing files or halting system processes.
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. Data Alteration and Destruction

Virus
Worm
Logic bomb

Trojan horse
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Year

2001

2001

2001

2000

15

195

Code name
Nimda
Lode Hed
SirCam
ILOVEYOLU
Melissa

Explorer

Ky The Six Computer Incidents with the
Greatest Worldwide Economic Impact

Worldwide Economic Impact

$.635 billion
$2.62 billion
$1.15 billion
$8.75 billion
$1.10 billion

%$1.02 ballion
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‘i Top Viruses — July 2002
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“ Preventing Computer-Related Crime

o Crime prevention by state and federal
agencies

o Crime prevention by corporations

= Public Key Infrastructure (PKI)
= Biometrics

o Anti-virus programs
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“ Preventing Computer-Related Crime

o Intrusion Detection Software

o Managed Security Service Providers
(MSSPs)

o Internet Laws for Libel and Protection of
Decency
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“ Preventing Crime on the Internet

o Develop effective Internet and security
policies

o Use a stand-alone firewall with network
monitoring capabillities

o Monitor managers and employees

0 Use Internet security specialists to perform
audits
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Common Methods Used to Commit

BK
Computer Crimes
Methods Examples

Add, delete, or change inputs to the computer system.
Modify or develop computer programs that commit

the crime.

Alter or modify the data files used by the computer system

Operate the computer system in such a way as to com-
mn EZ-{:'I"l'I[III.JHr CaT Mg,

Divert or misuse valid output from the computer system
steal computer resources, including hardware, software,
and fime on compuber equipment,

Offer worthless products for sale over the Internat
Blackmail executives to prevent release of harmiul
infarmatan,

Blackmail company 10 prévent 1688 of compular-based
information.

Delete records of absences from class in a student's
school reconds,

Change a bank's program for calculating inlerest to make
it deposit rounded amounts in the criminal’s account.

Change a student's grade from C 1o A

Access a restricted governmen computer systam.
steal discarded printouls of customer records from a
company trash bin

Make illegal copies of a software program without paying
far its usa.

Send e-mail requesting money for worthless hair growlh
product.

Eavesdrop on organization's wirgless network to capture
campatitive data or scandalous information

Plart lagic bomb and send latter threatlening 1o set it off
unlass paid considarabla sum.
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N How to Protect Your Corporate Data
from Hackers

= |nstall strong user authentication and encryplion capabilities on your firewall,

+ [nstall the latest security patches, which are often available at the vendor's
Internet site.

» Disable guest accounts and null user accounts that let intruders access the net-
wiork without a password,

» Do not provide averfriendly log-in procedures for remole users (e.g.. an organization
that used the word welcome on their initial log-on screen found they had difficulty
prosecuting a hacker).

» (Give an application {e=mail, file ransfer protocol, and domain name server) ils
own dedicated server.

» Restrict physical access to the server and configure it so that breaking into one
server won | compromise the whole network

# Jurn audit trails on.

+ Consider installing caller 1D.

» [nstall a corporate firewall between your corporate network and the Internet,

» [nstall antivirus software on all computers and regularly download vendor updates.

= Conduct regular IS security audits

+ Verify and exercise frequent data backups for critical data.
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‘“ Internet Security Threads

o Viruses and hostile Web applications (e.g.
Java Applets or ActiveX controls)

o Trojan horses

o Adware and spyware

O Spam emails

o Ildentity theft and spoofing

O Social engineering
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N Internet Security Measures

Firewall

Antivirus software

Email encryption

Encryption and authentication
Frequent updates of software

Always beware of incoming threads
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‘Antivirus Software

Symantec: Norton Antivirus, Norton Internet
Security, etc.

McAfee: McAfee Virus Scan, McAfee
Internet Security, etc

Kaspersky
Bit defender
BKAV
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Privacy
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N\ Privacy Issues

Privacy and the Federal Government

Privacy at work
E-mail privacy

Privacy and the Internet
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!.{ The Right to Know and the Ability to
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Fairness |ssues Database Storage Database Usage
The right to know Knowledge Molice

The ability to decide Control Consent

Knowledge. Should individuals have knowledge of what data is stored on them? In some cases, individuals are informed
that information on them is siored in a corporate database. In others, individuals do not know that their personal information
15 stored In corporate dalabases.

Controd. Should individuals have the ability 1o correct errors in corporate database systems? This is possible with most
organizations, although it can be difficult in some cases.

Matice. Should an organization that uses personal dala for a purpose other than the original purpose nolify individuals in
advance? Most companies don’t do this.

Consent. If infarmation on individuals is to be used for other purposes, should these individuals be asked o give their
consent before data on them is used? Many companies do not give individuals the ability to decide if information on them
will be sold or used for other purposes
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The Work Environment
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“ Health Concerns

0 Repetitive stress injury (RSI)
o Repetitive motion disorder
o Carpal tunnel syndrome (CTS)

s the median nerve is compressed at the wrist,
leading to paresthesias, numbness and muscle
weakness in the hand

o Ergonomics

= The science of designing the job, equipment, and

-~ workplace to fit the worker
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By Avoiding Health and Environment
Problems

o Maintain good posture and positioning.
o Do not ignore pain or discomfort.
o Use stretching and strengthening exercises.

o Find a good physician who is familiar with RSI and
how to treat it.

o After treatment, start back slowly and pace yourself.
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<\ Medical Topics on the Internet

Internet Address

http:/fwww.neoforma.com

hittp:/fwww.nlm.nih.gov/research/
visiblefvisible_human.himl

http:/fwww. WebMD.com

hittp:fwww.Cancer.org
hittp:/fwww.mayo.edu

http:/foncolink.upenn.edu

Description

Enables users to conduct electronic commerce with healthcare vendors,
automatically send out requests-for-proposals via broadcast e-mail, establish
free e-mail accounts, post classified adverlisements, obtain career information
and pob postings, and participate in topical discussion groups.

Anatomy and Medical Graphics Vigible Human Project is a complete, anatoms-
ically detailed, three-dimensional representation of the male and female body.
The current phase of the project is collecting transverse CAIT MHRI, and frozen
section images of representative male and female cadavers at one-millimatear
intervals.

Provides access to reference material and on-line professional publications
from Thomson Healthcare Information Group, Stamiord, Connecticul.

Web site of the American Cancer Society.
A tour of the Mayo Clinic.

A University of Pennsylvania site that deals with cancer information.
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«#”c”‘Summary

o Computer waste - the inappropriate use of computer
technology and resources in both the public and private sectors

o ldentity theft - a crime in which an imposter obtains key pieces
of personal identification information in order to impersonate
someone else

o Software and Internet piracy - represent the most common
computer crime
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