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Grid Computing Middleware

Grid Resource Management

Grid Computing Security

Applications of SOA and Web Services
Semantic Grid

Grid & E-Science

Grid Economics

Cloud Computing

100 A A EAEE o ERERE on R o EARHE o EAERD o




&
<+ NGiig Computing Middleware

Definitions & functions
Middleware components

Globus
glite
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< N Whatis Grid middleware?

0 System software between applications and OS

= Provide services to applications
o Discovery
o Execution
o Storage
o Data movements
o Information
o Service integration
o Failure detection and recovery
o Resource monitoring

= Hide all complexities of the Grid environment
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#”““.Purposes of Middleware

o Open, general-purpose and standard

o Standard protocols

= Defines the contents and sequence of message
exchanges used to request remote operation

= Important and essential to achieve the
that Grid depends on

o Standard APls

m [Interfaces to code libraries

= Facilitate construction of Grid components by allowing
code components to be reused
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Middleware Components

Directory brokering,

diagnostics, and Collective services
monitoring
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Globus layered architecture

Globus
Security
Interface
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- Globus Toolkit 4x

0 Sustainable changes on the services
interoperability and infrastructure

= Open Grid Services Architecture (OGSA)
nStateful Web Services

oEnable the integration of user
specific Grid services
» Define standard interfaces

oHow to access Grid services

o Disadvantage
= Slow
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> architecture

Hosting Environment

Grid Service Container

User-Defined Services

Base Services

OGSI Reference Implementation Security Infrastructure

Web Service Engine
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Globus Toolkit

o Grid Service Specification
= How to write, publish and use a Grid service
o GT components:

m GT core

o Meta-services used to implement other services and
service behaviors (e.g. service creation, destruction)

m GT base services

o Use the GT core to implement Grid capacities:
resource management, information services, data
transfer, etc.

m Other Grid services
O Implemented by user to enable some enhancement
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GT: from other perspectives

‘ GT containe|>

GT security

Local-level service
ad WS GRAM
v Fork
v PBS
v' LSF
3 GridFTP
a RFTP
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“* " What GT DOES NOT address

o GT focus on accessing local resources
o Things still missing
= Coordination services
nResource/service discovery
= Information collection
= Resource connectivity
= Programming models/tools

o Things to be improved
s Performance!
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o The Enabling Grids for E-sciencE project
(EGEE)

o Middleware stack that combines components
developed in various related projects.
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o A layer between services
and resources

o glite follows a Service
Oriented Architecture
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<@ “glite - guiding principles

o Service oriented approach
= Allow for multiple interoperable implementations
o Lightweight (existing) services
= Easily and quickly deployable
= Use existing services where possible
o Gondor, EDG, Globus, LCG, ...

o Portable
= Being built on Scientific Linux and Windows

O Security
= Sites and Applications
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<@ “glite - guiding principles

o Performance/Scalability & Resilience/Fault
Tolerance

s Comparable to deployed infrastructure

o Co-existence with deployed infrastructure

m  (Co-existence with LCG-2 and OSG (US) are essential for
the EGEE Grid services

o Site autonomy
= Reduce dependence on ‘global, central’ services

o Open source license
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<@ “glLite Architecture

Configuration & PPiiiiid Piiiiiid
Instrumentation G GEE AR
Senvice R 885588558
Bandwith Allocation Gri
rid Access
Agreement & Reservation
Semnvice Sernvice

Helper Services

Information & Job
Monitoring Monitoring
N " Metwork Service
Authorization Auditing Monitoring Discovery

Information &
Monitoring Services

Dynamic

Authentication Connectivity

Security Services

Accounting
Metadata File & Replica Job Package
Catalog Catalog Provenance Manager
Storage Data Computing Workload
Element Movement Element Management
Data Services Job Management Services
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#”“.I\/Iiddleware Comparison
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.Grid Resource Management

Definitions

~unctions

Resource Management Models
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N Resources

o Physical resource: computer, disk, database,
networks, scientific instruments.

0 Logical resource: Executing applications,
Complex workflows...

20
5/24/2009 20



BEK

- N Definition

o The term resource management refers to the
operations used to control how capabilities
provided by Grid resources and services are
made available to other entities, whether
users, applications or services.
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Discovery
Allocations
Negotiation
Access
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o Hierarchical
o Abstract Owner
o Economics
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.Grid Security

Scenarios

Symmetric keys & Asymmetric keys
Digital signature

Grid authentication and deligation
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<N Symmetric key
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"N Asymmetric cryptography

public key private key
060

Unique
Mathematlcal relation
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encryption decryption
plaintext ciphertext plaintext
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o A message signed by the private-key

—D\
Data

x

5 [H]]Iﬁ I

H—O Private Key of Sender

Generate
= EEDN
Verify Z?

Signature

% Public Key of Sender

28



BEK

*. Authentication models

Direct-trusted model

4: sign(M) with sender’s private key l

model
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Digital certificate
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< N Digital certificate

0 Based on asymmetric cryptography

0 Consist of
= Public key

= User identity information (user
organization, address, ...)

= One or more digital signature s
well known Certificate Authorit
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o Responsible for

*. Certificate authority

Positively identify entities requesting certificates
ssuing, removing, and archiving certificates

Protecting the Certificate Authority server

Maintaining a namespace of unique names for
certificate owners

Serve signed certificates to those needing to
authenticate entities

Logging activity
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N Grid authentication
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Ny Grid Delegation

Grid User

User Certificate
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<N Delegation

Grid Host A Grid Host B Grid Host C
@ creat secLre comrLnication - -
(2) request to crezte proxy >
@ sign proxy certificate and @ creat proxy certificate request @ peth valiction & get proxy
send back pulic key
N certificate request In oenmc:gy uest Your CAs
password _{'J e cattificate | publickey
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NSOA & Grid

Service Oriented Architecture

Web Service

Grid Service

Open Grid Service Architecture (OGSA)

Web Service Resource Framework
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