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I. Tong quan vé security
1. Céc khai niém céin ban:
An ninh mang ra doi vai 3 muc tiéu chinh:

- Dé phong (prevention), ngin chin cac cudc tin cong bing cac chinh sach an ninh, day 1a
truong hop tét nhat, vi hé thong caa ching ta van duoc dam bao an toan, ké tan cong
chua gy ra tic dong thay doi nao ddi véi hé thdng.

- Phét hién (detection) ra ké tan cong khi cac chinh sach an ninh bi vi pham. Trong trudng
hop nay, hé thdng c6 thé da bi tac dong, thay ddi nhung van 1am viéc binh thuong, ké
xam pham bi phét hién, hé théng va nhimg ngudi quan tri c6 cac phan hoi hop 1y dé kip
thoi xir Iy c4c vi pham va ngan chin ké tin cong.

- Phuc héi (recovery) hé théng: dirng mot cudc tan cong, dong thoi sira chita khic phuc
su ¢ dé hé thdng tiép tuc hoat dong. Hé thong co thé da bi tac dong, thay d6i khdng
mong mubn do cudc tan cdng gay ra trude khi duoc sira chira khac phuc.

Vé mit an toan thong tin, an toan di liéu, an ninh mang phai dam bao cac yéu t6 sau:

- Tinh bao mat (confidentiality): nhitng ngudi c6 quyén méi duoc thay noi dung dit liéu.
Dé dat duoc yéu cau nay, dit liéu s& dugc ma hoa trudc khi giri, bén nhan sé giai ma dé
ldy dugc noi dung dit liéu.

- Tinh toan ven (Integrity): Dix liéu phai dwgc gitr nguyén ven, va chi cac qua trinh diéu
khién c6 tham quyén méi duoc thay ddi dit lidu.

- Tinh sin sang (availabity): Dix liéu phai ludn ¢ trang thai san sang khi can thiét.

Vé mit con ngudi va hoat dong caa ho, ¢6 nhitng méi quan tam sau:

- Xéc thuc nguoi dung (authentication): dam bao rang ngudi ding chinh xéc 1a ban than
ho chir khong phai 12 ai khac. C6 nhiéu ki thuat dugc st dung dé xac thuc ngudi ding:
str dung password , sinh trac hoc (nhan dién van tay, khudn mat), ding thé théng minh
hodc cac chirng nhan. Trudce khi bat dau mot dich vu, s& ¢6 mot co ché dé xéc thuc
nguoi ding, phd bién nhat 14 sir dung mé hinh dang nhap bang tén ngudi dung (user
name) va mat khau (password). Xac thuc lién quan mat thiét vai van dé cap quyén cho
ngudi dung.

- Sy cap quyén (authorization): cho phép ngudi dung duoc truy cap di liéu ndo hoic dich
vu nao d6 ma ho dugc phép. Su cap quyén xac dinh xem, mét tac vu ¢ duoc phép thuc
thi d6i v6i ngudi ding dang yéu cau tac vu nay hay khong. Hién tai, van dé cap quyén
thuong dya trén cac thong tin luu tai may chi, va phd bién nhat 1a sir dung danh sach
diéu khién truy cap, Access Control Lists (ACL), trong tng véi file va thu muc. Danh
sach diéu khién truy cap 1a cac tap tin liét ké cac ca nhan c6 quyén dang nhap vao mot
tai khoan, hay cac tap tin ciu hinh ghi tén cac ngudi ding duoc phép truy cap, thuc thi
tac dung nao d6 trén mot node (node c6 thé xem twong tng vai mot may tinh). Trong hé
théng phan bé, su cap quyén con hé trg co ché iy quyén (delegation), trong truong hop
nay, ngudi dung hoac process trong tham quyén caa minh, c6 thé cap quyén cho mot
nguoi dung khac hoac process khac ma minh tin twdng thuc thi tac vu tai mét node nao
do, hoac mot process nao do.



Su dam bao (assurance): Chac chan rang hé thdng an ninh hoat dong dung din. Nguoc
lai véi co ché cap quyén — nha cung cap dich vu quyét dinh xem mat tac vu c6 duoc
phép thuc thi véi pham vi quyén han cia ngudi ding d6 hay khong; co ché dam bao cho
phép ngudi yéu cau dich vy lya chon nha cung cip thoa man céc tiéu chuan cua minh vé
an ninh, su tin cay, va nhiing dic tinh khac. Co ché dam bao thuong duoc hién thyc
théng qua chung chi (certificate) dugc ki xac nhan boi mot bén thir 3, bén thar 3 nay phai
duogc nguoi ding biét va tin twong thi ching chi méi hop 1€

Chédng thoéi thac (non-repudiation) :Ngudi dung khong thé pha nhan hanh dong ho da
thuc hién.

Su kiém tra (auditability): Ghi nhan lai nguoi dung da 1am gi d6i véi dit liéu hoic sir
dung dich vu nao. Nho vay, trong trudng hop ¢6 su dot nhap, ngudi diéu hanh hé théng
c6 thé xéac dinh chinh xéc nhiing gi da thuc thi va bang tén dang nhap cia ngudi dung
nao.

Ngoai ra con mot sé6 moi quan tam khac nhu:

2.

Sy tin nhiém (trust): Ngudi dung cé thé tin twong giao cho hé thong thuc thi mot tac vy
quan trong nao d6 mot cach an toan, nhu xtr 1y, luu trit va trao doi cac dit liéu nhay cam.
Tinh dang tin cay cua hé thong (reliability): Can dam bao rang hé thong s& thuc thi diédu
gi ban muén, va khi ban muén. Ngoai ra hé théng khéng 1am gi thém.

Tinh riéng tu (privacy): trong mot chirng muc nao d6, khong ai c6 thé biét duoc nguoi
dung 12 ai va dang lam gi.

Mat ma héa (Cryptography)

Mat ma hoa 14 phuong tién pho bién nhat cung cap co ché an ninh, mat ma héa duoc sir
dung vai 4 muc tiéu chinh:

Tinh bao mat thong diép (message confidentiality): Chi ngudi nhan c6 quyén méi cé thé
ldy dwoc noi dung thong diép da dugc ma hoa khi gri.

Tinh toan ven thong diép (message integrity): nguoi nhan c6 thé xac dinh duoc liéu
thong diép co bi thay ddi trong qua trinh truyén tai hay khong.

Xac thuc phia giri (sender authentication): Ngudi nhan ¢ thé xac dinh duoc ngudi gii,
va xac dinh thong diép minh nhan dugc chinh x4c la tir phia nguoi giri ma minh mong
muén (chir khdng phai 1a mot ngudi khac mao nhan va giri thong diép nay).

Chéng thodi thac dbi voi bén gui (sender non-repudiation): Bén gui khdng thé phu nhan
1a minh da giri thong dieép mot khi ho da thuc hién viéc gui.

Thoéng thuong, khdng phai hé thong nao ciing hién thuc day du tat ca cac muc tiéu trén.

a. Hé théng ma héa ddi xirng (symmetric cryptosystems):

Trong hé théng ma héa d6i xang, dir liéu dugc ma hoa bang mot khoa (encrypted key) tro
thanh céc ky hiéu khong thé doc dugc. Cac ky hiéu nay chi c6 thé doc duoc khi giai ma tro
thanh dang ban dau bang khéa da dung dé ma hoa. Ngoai viéc bao vé tinh bao mat caa dir
liéu, mat mé& hoa con bao dam tinh toan ven di liéu. dé thuc hién diéu nay, ta thém vao phan
téng kiém tra (checksum) truéc khi ma hda; bén nhan khi nhan dugc thong diép s& kiém tra
lai checksum nay sau khi giai ma. Hinh 1.1 minh hoa mét hé théng ma hoa déi xung.



Mot trong nhitng phuong phap ma hoa ddi xang ndi tiéng 1a DES (Data Encryption
Standard): DES gom 2 thanh phan: mét giai thuat va mot khoa. Giai thuat caa DES gom
nhiéu vong lip, mdi vong lap thuc hién viéc hoan d6i va thay thé dir liéu. DES dung chung
mot khoa cho viéc mé hda va giai ma dir liéu. Giai thuat caa DES dugc cdng khai rong réi,
vi vay néu mot ngudi biét khoa twong tng thi c6 thé 1y duoc noi dung thong diép.

Plaintext Plaintext

l

Decrypt with

Encrypt with
secret key

secret key

\ The Intemet

Cipher text

Hinh 1.1: Hé thong ma héa khéa doi ximg
b. Hé théng ma hda bit dbi xing (Asymmetric cryptosystems):
Trong hé théng ma hoa bat d6i xung, viéc ma hda va giai ma duoc thuc hién dya trén mot
cap khoa. Cap khoa nay duoc sinh ra bdi mét giai thuat, tuy nhién ngoai trir nguoi tao ra cap
khoa, nhitng ngudi khac néu biét théng tin mot khoa thi kho cé thé suy luan dugc khda con
lai. Trong 2 khoa, c¢6 1 khoa dugc cong b cho moi ngudi biét goi 1a khoa cong khai, khoa
con lai duoc gitr bi mat goi la khoa riéng. Piém thuan lgi cua hé ma hoa bit ddi xung la
khoa cong khai c6 thé dugc cong bd cho moi nguoi biét. Viéc giai ma dé 1y noi dung théng
diép chi co thé dugc thuc hién bai ngudi so hitu khoa riéng.
M4 hda bat d6i xtng con duoc goi 1a mé héa khoa cong khai (public-key cryptography).
Mot trong nhitng hé théng ma hoa khda cong khai néi tiéng 1a RSA. RSA cho phép xac
thuc, ma hoa dua trén 2 khoa: mot khéa riéng va mot khda cdng khai, cap khoa nay dugc
sinh ra dwa trén cac phép tinh toan hoc. Viéc str dung cip khoa nay twong tu nhu da dé cap
bén trén. Hinh 1.2 minh hoa mat hé théng sir dung cap khda cong khai.



Plaintext Plaintext

Decrypt with
private key

Encrypt with
public key

Cipher text
Hinh 1.2: hé théng ma hoa khoa cong khai

c. Chir ky dién twr (digital signatures):

Tinh toan ven thong diép duoc dam bao bang hé ma hoa bat déi xting thdng qua chir ki dién
tar, gilp xac thuc cac thdng tin s6. Chix ky dién tir 1a mot chudi cac bit tuan theo mot tiéu
chuan nao do.

Hau hét chir ki dién tar hoat dong dua trén hé ma hoa bat d6i xang. Khi bén gui mudn gii
mot thong diép va can chirng minh minh 1a cha thé gui di thong diép nay, bén gui s& mé hoa
thong diép dung khoa riéng caa minh, rdi giri kém phan ma hoa nay voi thong diép goc. Bén
nhan dung khoa cong khai cua bén giri dé giai ma phan thong diép da ma hoa va so sanh voi
thong diép gdc, bang cach nay bén nhan c6 thé xac nhan duoc bén giri vi chi bén giri moi
biét khoa riéng tuong (ng voi khoa cong khai trén dé c6 thé ma hoa thong diép. Thudng
thong diép s& dugc hash trudgc khi ma hoa, bang cach nay, viéc ma hoa s& nhanh hon va chir
ki dién tir s& ngan hon giGp 1am giam kich thudc toan thong diép guri.

d. Chieng chi dwa trén khéa cong khai (Public-key certificate):

Chting chi dwa trén khda cong khai 1a mot tap tin gdm khéa cong khai, thong tin dinh danh
nhu tén, ciing vai chit ky caa td chire cip chitng thuc (Certificate Authority (CA)) trén tt ca
cac thong tin trén. CA 1 nguoi dam bao khda cong khai trong chimng chi thuoc vé ngudi co
tén trong ching chi.

Chung chi can thiét trong hé thong ma hoa khda cong khai. Vi mdi nguoi déu co thé tao cho
minh cip khoa cong khai-riéng tu, nén trudng hop sau cd thé xay ra néu chiang chi khong
dugc st dung: nguoi gui gui thong tin riéng tu duwgc ma hoa vai khoa cdng khai caa bén
nhan ma nguoi gui biét, tuy nhién, mot ngudi thir ba gia mao ngudi nhan, tu nhan rang minh
1a nguoi ma ngudi gui dang can trao d6i thong diép cung vai khoa cdng khai caa nguoi do,
néu nguoi giri tin vao didu ndy thi thdng tin c6 thé bi 16 voi ngudi thir 3 dang gia mao bén
nhan vi ho biét khéa bi mat twong tng véi khoa cong khai ma ho cung cap cho bén gui. Khi
c6 sy can thiép cua td chirc cip chang thyc, kiéu tan cong nay c6 thé dugc ngin chan. Trén
dién rong, c6 thé c6 nhiéu t6 chirc cip ching chi, nén mot ngudi ¢ thé khdng biét hozc
khong tin mot to chirc cdp chung chi cia mot ngudi khac. Bé dam bao tinh tin cay caa
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chung chi, mdi chung chi c6 thé gdm khoa cong khai cia CA cling véi chir ky cia CA cap
cao hon. Qua trinh nay dan téi mot cay phan cip ching chi va d6 thi phuc tap biéu didn méi
quan hé tin tuong.

Ha ting khoa cong khai (Public Key Infrastructure — PKI) 1a mot phan mém quan ly ching
chi. Trong hé théng X.509 PKI, sy phan cap chang chi duoc to chac thanh mot cly theo
chiéu tir trén xudng, trong d6 ching chi géc nam & dinh cua cay, va dai dién cho CA ndi
tiéng rong rai ma ngudi ding khdng can phai xac thuc CA nay. Mot ching chi ¢6 thé bi thu
hoi néu khoa bi mat twong tng caa no bi 16 tiy. Trong truong hop nay, trude khi st dung
chung chi, ta can xem xét danh séch céc chang chi bi thu hdi. Chang chi gdm cac thanh
phan sau:

- Mot khoa cong khai duoc ky;

- Mot tén, c6 thé 1a tén nguoi, tén may tinh hoac tén mot to chic;

- Thoi han ¢6 hiéu luc caa chirng chi;

Dia chi URL cua danh séach thu hdi.

Chung chi phé bién nhat 1a ITU-T X.509, 1a mét file dé hiéu c6 cau triic nhu sau:

- Chuthé: 1a tén nguoi dung;

- Khoa cong khai caa cha thé: gdm khoa va thdng tin khac lién quan téi khoa nhu giai
thuat dung dé sinh khoa;

- Chu thé cdp chung chi: tén cua CA.

- Chir ky dién tu: ky trén tat ca cac thong tin cua ching chi va ding khoa riéng cia CA.
Dé x4c nhan chir ky dién tir nay, tra can khda cong khai ciia CA, thong tin nay c6 thé tim
thay trong chiing chi caa CA.

e. Té chirc cap chirng chi (Certificate Authority - CA):

T6 chirc cap chung chi cap phéat cac chuang chi, cong khai cac ching chi hop 1& d&é moi
ngudi ¢d thé truy cap st dung, thu hdi cac chiing chi hét han hoac bi 16 khoa riéng ung véi
khoa cong khai trong chang chi, va cap nhat danh sach chimng chi bi thu hdi. CA ciing can
gitr lai thong tin cac giao dich cia minh.

CA cép phat chung chi ca nhan cho ngudi ding, cho phép ho xac thuc minh véi mot thuc
thé khéc, hodc dung cho chir ky dién tir caa minh. CA ciing cap phét chang chi cho host va
dich vu cho phép céc host hoic dich vu nay xéac thuc minh khi két néi vao mang.

Mot s6 CA cap phat chizng chi nham xé&c thuc CA cap dudi ciia minh.

CA cap phét chang chi dua trén khoa cong khai co nghia 1a CA tin twong nguoi so hiru
chttng chi nay, va ho thuc su la ban than ho chir khong phai ai khac gia danh. Mot bén thi
ba khi sir dung chiing chi cia mot ngudi can phai tin tuong vao CA cia ngudi do, day 1a co
ché nham dam bao danh dinh cta ngudi s¢ hitu chang chi.

f. Twong Iia (firewalls):

Tuong lira 1 thanh phan phan cang hoic phan mém dugc thém vao mang ludi dé ngin chin
c4c giao tiép bi cam bai chinh sach quan tri cua to chirc. CO 2 loai tuong lira: truyén thong
va ¢4 nhan. Tuong hra truyén thong 1a mot thiét bi mang chuyén dung hodc may tinh dit ¢



cac duong ra vao cua mang, nham loc tt ca cac thdng tin vao hoic ra khoi mang. Nguoc lai,
tuong lira ca nhan la mot ang dung loc thdng tin vao va ra mét may tinh don.

Tuong lira truyén théng thuong hoat déng & tang mang hoic tang van chuyén trong md hinh
TCP/IP. Tudng lira c& nhan hoat dong & tang tng dung trong md hinh TCP/IP.

Céu hinh ding dan cho mot tuong lra doi hoi ngudi dung c6 ki ning, hiéu biét tt vé giao
thirc mang va an ninh. Sai 1am du nho trong c4u hinh tuwong lira c6 thé 1am cho tudng lua tré
nén vo gia tri.
1. Nguyén ly chung cta security on grid

1. Vi du vé an ninh trén luéi:
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Hinh 2.1 minh hoa mét thi nghiém trong du an Grid, thi nghiém Compact Muon Solenoid,
cho thiy nhitng thach thtic vé an ninh trong hé thng luéi. Trong thi nghiém nay, di liéu thu
duoc tir may gia téc hat 16n (Large Hadron Collider) ¢ phong thi nghiém CERN tai Thuy Si
s& duoc hon 2000 nha khoa hoc cua 150 trudng dai hoc va phong thi nghiém ¢ 34 qudc gia
tham gia phén tich.

Viéc chia sé, xir Iy va a0 hda dir liéu, cac tai nguyén may tinh, mang dua dén cac doi hoi
phtic tap V& luu trit, bang théng va sic manh tinh toan. Cac doi hoi an ninh cling phat sinh
tuong rng:

- Dir liéu s& di chuyén va dugc truy cap tir nhiéu trung tim & cac quéc gia khac nhau véi
cac co ché va chinh sach an ninh khac nhau.

- Cong dong tham gia hé thong ludi cé thé can truy cap dir liéu tir nhiéu té chic va qudc
gia vai cac chinh sach an ninh khac nhau.

- Can thiét 1ap mdi quan hé tin tudng gitra cac trung tdm, cac to chuc tham gia vao hé
thong ludi, diéu nay dua dén su ra doi cua chinh séch truy cap tir xa véi cac mic do
khéc nhau.

- VAn dé toan ven va bao mat dit liéu can phai duoc bao dam trong qué trinh truyén tai,
trao ddi dir liéu giita cac bén.

- Céc van dé trén va con nhiéu van dé khac déu can phai quan tam, chung c6 dic diém
chung la trai rong trén nhiéu viing quan ly khac nhau véi cac quyén truy cap, muac do tin
tuong, thoa thuan dich vy khéc nhau.

2. Ha tang an ninh lréi (Grid Security Infrastructure (GSI)):

An ninh lu6i dua trén GSI, 1a mot tiéu chuan caa forum québc té vé tinh toan lugi (Global
Grid Forum - GGF). GSI la mét tap hop céac cdng cu, thu vién, va giao thic dugc sir dung
trong Globus, va nhiig middleware lugi (grid middleware) khac, nham cho phép ngudi
ding va &ng dung truy cap vao tai nguyén ludi mot cach an toan. GSI duya trén ha tang khoa
cdng khai — PKI, gdm té chac cap ching chi va chi chi X.509. GSI cung cap cac thanh
phan:

- Hé héng khoa cong khai:

- Xéc thue twong hd thdng qua chiing chi sb;

- Co ché iy quyén va ding nhap mét lan (single sign-on).
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Proxies and delegation (GSI
extensions) for secure single
sign-on

Secure Sockets
Layer (SSL) for
authentication
and message
protection

PKI
(CAs and

PKlfor ~__—»| cerliicaies)
credentials

Hinh 2.2: Ha tang an ninh hedi

a. Gioi thiéu:
GSlI la tap hop cac ki thuat thdng dung va dang tin cay. GSI cung cép tinh riéng tu, toan ven
dir liéu va xé&c thuc nguoi dung dua trén ching chi. Tat ca cac yéu td trén khdng phai ludn
can thiét trong qua trinh giao tiép, tuy nhién, mot giao tiép an toan dua trén GSI it nhat phai
duogc xé&c thuc. Tinh toan ven dir liéu c¢d thé dugc kich hoat hodc bo qua, viéc ma hoa ciing
tuong tu, cO thé dugc hién thuc hodc bo qua tly nhu cau nguoi dung.
b. X4&c thwe twong hd thdng qua chirng chi sé:
GSI sir dung ching chi X.509 dé bao dam viéc xac thuc an toan. Xac thuc twong hd co
nghia 1a ca 2 bén tham gia trong mot lan giao tiép xac thyc 1an nhau, va ca 2 bén phai tin
tuong vao chiing chi cua CA da ky cho chung chi caa phia con lai, tac l1a tin tuong vao CA
cap chiing chi cho phia ddi tac cua minh. Nguoc lai, khong ton tai su tin twéng va qua trinh
xac thuc that bai.
c. Co ché iy quyén va diang nhap mgt lan:
GSI cho phép nguoi dung tao va iy quyén cho cac process thay mit nguoi dung thuc thi
trén cac tai nguyén ¢ xa; diéu nay quan trong khi cac ung dung can st dung nhiéu tai
nguyén & cac noi khac nhau. Gidy ay nhiém dai dién c6 thoi gian séng ngan, n6 cho phép
ngudi ding chi can xac thyc mot lan, sau 6 duoc phép thyc thi cac tac vu khac nhau ma
khdng can phai xéac thuc lai.
3. Céc ché dé cap quyén trong GSI
GSI hd tro 3 ché do cap quyén & ca phia may cha va may khach.
Su cip quyén phia may chu: Dya trén ché do cip quyén, may cha s& chip nhan hoc tir chdi
mot yéu cau an ninh.

- None: khong c6 su cap quyén nao duoc thyc hién.
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- Self: may khach dugc phép st dung mot dich vu luéi néu dinh danh ciia may khéch
gidng véi dinh danh cua dich vu.

- Gridmap: tap tin gridmap chtra mot danh sach nhirg nguoi dung ¢ quyén, tuong tur
nhu danh sach diéu khién truy cap ACL. Chi nhimg ngudi ding duoc liét ké trong tap
tin gridmap cta dich vu duoc phép goi dich vu.

Sy cip quyén phia may khach: may khach trong GSI c6 thé lya chon mét dich vu ¢ xa hay
khéng tly thudc vao tinh hop Ié caa gidy uy nhiém an ninh.

- None: khéng c6 su cip quyén nao duoc thuc thi.

- Self: may khach cho phép mot yéu cau néu dinh danh caa dich vu gidng véi dinh danh
ctia may khéach. Néu ca phia may chii va may khach déu sir dung ché do phan quyén self,
mét dich vu chi ¢d thé duoc goi thuc thi néu dinh danh caa n6 gidng vai dinh danh cua
may khéch.

- Host: may khéch s& cap quyén cho mét yéu cau an ninh néu may host tra vé dinh danh
c6 chira tén cua host d6. Piéu nay duoc thyc hién thdng qua ching chi caa host.

a. Yéu cau mot chirng chi:

Pé lay mot chiing chi, ngudi dung dau tién phai sinh ra cap khoa. Khoa riéng duoc luu trix
dudi dang ma hoa va dugc bao vé bang mat khau dé dam bao tinh an toan. Khéa cong khai
dugc gui téi CA clng véi yéu cau ching chi. CA thuong gdm nhiéu té chirc dang ky
(Registration Authorities - RA). RA xac nhan lai yéu cau xem di hop 1y chua: tén ding ki
phai 1a duy nhat déi vai CA, va la tén thuc su cua ngudi dung, sau d6 CA ky trén yéu cau
chang chi va cap phét chimg chi nay cho nguoi ding.

b. X4c thyre twong hd:

GSI str dung Secure Sockets Layer (SSL) trong giao thirc xéac thuc tuong hd. Trudc khi xéac
thuc, cac bén lién quan phai tin twdng vao cac CA Ky trén chang chi cua cac bén. Moi bén
déu cd chung chi cua bén con lai, tic 1a c6 khda cong khai ctia nhau. Qué trinh xac thyc
dugc minh hoa trong hinh:

—
—_ {1) Connection established — -
-~ e Ty,
User A - i2) A sends B its certificate e ‘-L‘ User B '
@ ~ — i3) B sends A a plaintext file "{f
\ - — " -
- . . e — = /
Ceﬂlzcale ~ id) A encrypts B's plaintext file with / Q!I'IISEEIE
~gerty and sends it to B s
~ e
~ ~

T —_—
i5) B decrypts the encrypted
message if this matches with

i of Cert authority
the original message, B can trust .
A now (b} Extract the public key of A

ia) Check the validity of Cert

Hinh 2.3: Qua trinh xac thuc tirong hé
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- Beén A thiét 1ap két néi véi bén B. Bé bit dau qué trinh xac thuc, A dua cho B chiing chi
ctia minh. Nho vao chang chi nay, B biét A 1a ai, khoa cong khai caa A, va CA nao
dung ra bao dam cho chung chi nay.

- B kiém tra chit ky sb cia CA dé dam bao rang ching chi hop 18 va CA thuc su ky trén
ching chi nay chtr khéng phai 12 mot ai khac gia mao chit ky. O day, B phai tin vao CA
cua bén A.

- B sau d6 giri mot mau van ban chua ma hoa cho A, yéu cau A ma hda né va gui lai
minh.

- A dung khoa riéng ma hoa thong diép B yéu cau, va gui lai cho B. B giai ma thong diép
trén dung khoa cong khai cia A. Néu két qua gidng véi thong diép ban dau, B biét A
chinh xac la nguoi ma ching chi da ghi, va B tin tuong vao A.

- Thao tac tuong tu Xay ra theo chiéu nguoc lai ¢é A xac thuc B.

- L0c nay, A va B thiét 1ap kénh truyén véi nhau va tin tuéng Ian nhau dé cé thé thyc hién
cac giao dich.

c. Trao d6i gidy ay nhiém:

Mic dinh, GSI khéng thiét 1ap kénh giao tiép ma hoa giita cac thuc thé sau khi thuc thi qué
trinh xac thyc tuong hd, nham giam chi phi ma héa. Tuy nhién, viéc trao ddi ty nhiém co
thé duoc thuc hién khi can thiét. GSI cung cap toan ven di liéu trong qua trinh giao tiép.

d. Bao vé khda bi mat:

Khda bi mat nén dugc luu trir trong mot file, sau d6 ma hoa file nay bang mat khau, luu vao
noi an toan trong mdy tinh. Piéu nay giup dam bao khda bi mat khong bi 16 véi mot bén thir
ba khéng mong mudn.

e. Sw ity thac va ding nhap mét lan:

Sy ay théc trong GSI gip l1am giam s6 lan nguoi dung phai nhap mat khau khi can thyc thi
mét tac vu nao khéac trong chudi cng viéc ciia minh. Trong truong hop mot cong viéc can
str dung nhiéu ngudn tai nguyén, hoac mot bén thir ba dang dai dién cho ngudi dung dé thuc
thi cdng viéc — trén nguyén tic, mdi lan nhu vay can mét lan xac thuc tuong hd va ngudi
ding phai nhap mat khau, diéu nay rat mat thoi gian va cé thé khong can thiét trong nhiéu
truong hop. Vi vdy, dé tranh diéu nay, gidy ay nhiém duoc tao ra dé tranh su phién ha phai
nhap lai mat khau nhiéu lan.

Gidy uy nhiém gém mot chiang chi méi véi mot bo khoa cong khai - khda bi mat mai.
Chung chi méi nay chia dinh danh ciia nguoi s hitu, va bd sung them mot sb thong tin cho
biét day 1a gidy uy nhiém. Lan nay, chu s& hitu ky trén chang chi méi. Ching chi ciing chira
thdng tin vé thoi gian ma ching chi dai dién nay ton tai, sau thoi gian nay, ching chi dai
dién hét hiéu luc va khong cé gia tri st dung nita. Chirng chi dai dién do d6 c6 thoi gian
sbéng gigi han, thoi gian séng cua ching chi dai dién phai nho hon chang chi géc.

Khda bi mat cua bén ay nhiém phai duoc giir an toan. Vi khéa nay khong ton tai 1au, nd
thudng dugc luu trén hé thong file cuc bo va khdng can phai ma hda. Khi gidy uy nhiém
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duoc tao ra va luu trir, nguoi ding c6 thé st dung chang chi dai dién va khoa bi mat cho
nhitng 1an xac thyc trong hd ma khdng can phai nhap mat khau.

Viéc xéc thuc twong hd cd khac biét khi gidy uy nhiém duoc st dung. Phia lién quan nhan
duoc chiing chi cia bén dai dién (chiing chi nay duoc nguoi s¢ hitu gde ky) cing véi ching
chi ctia nguoi s hitu gbc. Trong subt qué trinh xé4c thuc trong hd, khda cong khai caa chi
s& hiru duoc st dung dé danh gié tinh hop 1é cia ching chi dai dién. Sau d6, khoa cong khai
cua CA tiép tuc dugc dung dé danh gia chung chi cia ngudi sé hiru. Diéu ndy tao ra mot
chudi tin tuong tir CA t6i bén dai dién thong qua ngudi chu s& hiru, trong d6 bén dai dién
thay mat cho chu s hiru trong khoang thoi gian séng quy dinh trén chang chi dai dién.

The user gains access to the computer
U .
Gus-erp A temporary credential created

@

Y

Cuser The user proxy credential is created
j Cyp = Signy, {C'yp. start-time, expiry-time}
User .
proxy

_@ A user proxy is created

Hinh 2.4: Qua trinh tgo gidy uy nhiém
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4. C4c van dé con ton tai v6i an ninh trén luéi:

a. Van dé trong xac thuec:

Trén Grid, ca 2 phia xac thuc thong qua khoa cong khai duoc ching nhan boi CA. Van dé
c6 thé phat sinh néu CA xac dinh nham dinh danh cua mot ngudi, viéc ndy cé thé xay ra néu
ké gia mao cung cip du bang chimng dé yéu cau CA cip ching chi, hoic do su thiéu sét phia
CA khi cip phat ching chi bi ké mao danh lgi dung. Vi vay, CA nén cdng khai chinh séch
ctia minh dé ngudi dung biét duoc ho hoat dong nhu thé ndo, va muc do tin tudng dén muc
nao.

b. Vén dé véi bén dai dién (Proxies):

Co ché uy quyén cho bén dai dién hitu dung trong quyén cip quyén cuc bd ma khéng can
lién hé v&i nguoi diing cho méi thao tac trén cac tai nguyén hoic dich vu & xa. Tuy nhién cé
mot s6 tré ngai ¢d thé anh hudng dén an ninh trén ludi:

- Khoéa bi mat cia bén dai dién duogc luu trix trén hé thong ¢ xa ngoai tam quan ly truc tiép
ctia nguoi dung. Tuy nhién, khoa nay lai dugc sir dung dé ky trén thong diép ma ha tang
ludi tin twong nhu thé do ngudi ding Ky truc tiép.

- Khi tao ching chi dai dién, nguoi ding thuc hién cac thao tac twong ty CA trén gidy ty
nhiém; tuy nhién, nguoi dung khéng phat hanh chinh sach cip ching chi hay qua trinh
thu hoi chiing chi.

Néu hé théng & xa bi thoa hiép, khda bi mat cua bén dai dién s& bi 16, néu ngudi ding biét
dugc diéu nay, van khdng ¢ qua trinh thu hoi chang chi. Mot sé hién thyc caa ludi giam
nguy co trén bang cach quy dinh thoi gian song cua giay uy quyén ngan. Tuy nhién van dé
van c6 thé xay ra va gay ra hau qua khéng mong muén.

c. Van dé cap quyeén:

Cép quyén la co ché quyét dinh xem nguoi dung c6 quyén sir dung dich vu nao, & mic do
nao. Trong hé thdng ludi, thuong ngudi chu cua dich vy cap phat quyén cho nguoi ding,
bang cach anh xa dinh danh ciia ngudi dung 1én mot tai khoan cuc bo, va quy dinh céc dich
vu tuong ng voi tai khoan d6. Van dé 1a véi mdi nguoi dung, dich vu hozc tai nguyén, can
c6 mot chi myc trong tap tin gridmap, s luong nay c6 thé rat 1on, va nha quan tri hé théng
khong thé diéu khién truc tiép ma chuyén sang co ché cip quyén mic dinh cho hau hét
ngudi ding, va 16 hong bao mat c6 thé khai thac vi diéu nay.

Khi nguoi ding duoc cap phat quyén cang nhiéu, dich vu hoac tai nguyén cang dé dang bi
thoa hiép. Néu gidy uy quyén cia nguoi ding bi danh cip va khong thu hoi kip thoi, cac
dich vu va tai nguyén cd thé trong tinh trang nguy hiém.

15



I11. Hién thuc vé bao mat cia grid
Phan nay cua bai b4o cdo trinh bay vé hién thuc vé bao mat cua hai middleware théng dung
nhat hién nay Ia unicore, phién ban 6 va globus, phién ban 4.
Mot s6 thuat ngir ky thuat dwec trinh bay trong phan bao c4o nay gém co:
certificate: Chtiing chi dung cho xac thyc.
CA: T chuc cung cip céc ching chi.
RA: T6 chirc ding ky ching chi.
PKI (Public key infrastructure): La mot hé thdng céac qui tac nhiam thiét 1ap kha ning quan
1y khéa cong khai nhu dinh dang, cip, xac thuc, thu hoi, quan 1y, luu tri.
Site: Unicore quan ly ha tang caa minh theo cach phan loai thanh ting khu vuc (site) riéng
biét.
certificate revocation lists: Danh sach cac ching chi da bi thu hoi boi CA.
Gateway: Mbi site trong unicore dugc dai dién bai mot gateway.
CSR (certificate signing request): Trong ha tang ma hoa khoa cong khai, CSR duoc tao ra
boi wng dung va gui téi CA nham yéu cau xéc thuc.
SOAP (Simple object access protocol): Chuan dua ra nham dinh nghia cau trdc hién thuc
ciia mot web service dé truyén tai qua mang.
GRAM: Mot thanh phan nim trong grid ding dé xac dinh, truyén tai, quan ly, thu hoi céc
job trén ha tang ludi.
Grid-mapfile: Tap tin luu trir trong Globus Toolkit nham chira cac chiing chi Gng véi timng
ngudi ding cu thé.
GridFTP: Mot phuong phép truyén tai dir liéu duoc dinh nghia trong Globus Toolkit nham
cung cap kha nang truyén tai dit liéu dat hiéu qua cao, an toan, tin cay dung trong grid dugc
hién thuc dua trén giao thic FTP.
Web service: Chuan hién thuc cac tng dung hoat dong trén nén web.
SAML (Security Assertion Markup Language): Ngon ngit dac ta dwa trén chuan XML nham
truyén tai cac thong tin vé xéc thuc va phan quyén giira cac phan vung trén mang.
OASIS (Organization for the Advancement of Structured Information Standards): T6 chuc
toan cau 1am nhiém vu thuc day su phat trién va thong nhat cac tiéu chuan dich vu web
thong qua sy hop tac gitra cac doanh nghiép 1on trong nghanh.
TLS (Transport layer security): La mot giao thirc cung cap kha ning truyén tai théng tin bao
mat qua mang internet.
X.509 Certificate: L& mét hién thuc cho PKI nhdam cung cap kha niang quan ly cac khéa
cbng khai, cac ching chi, dinh dang cac khéa va chang chi.
CAS (Central Authentication Service): Cung cap kha ning quéan 1y dang nhép trén nhiéu ang
dung mang khac nhau thong qua viéc cho phép diang nhap mét lan duy nhat vao hé théng.
1. Hién thuc security trén unicore
Trong phan nay cua bao céo tap trung vao co ché xac thuc caa Unicore dya trén ha tang ma
hoa khda cong khai theo tiéu chuan caa x.509. Phan b&o nay dua trén bai bao “An analysis
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of Unicore Security model” cta tac gia T. Goss-Walter va cac cong su. Trong phan b&o céo
nay dé cap téi moé hinh PKI ma Unicore &p dung, chinh sach mot U-CA duy nhat va nhiéu
RA, cach thirc bao mat cua mét (ng dung khi thuc hién tac vu trong Unicore.

a. Unicore public key infrastructure (U-PKI)

Trong hé¢ théng Unicore viéc hién thuc vé bao mat dugc dua trén mo hinh PKI hay con goi
14 U-PKI. U-PKI duoc hién thuc dua trén mé hinh X.509 véi mot CA va nhiéu RA.

Ha ting xéc thyc cua U-PKI1 gém co:

- Mot Trust Root CA.

- Mot Unicore CA.

- Certificate revocation lists (CRLs) cua Root CA va U-CA.

- Cac Unicore RA.

- Gateway certificates cho mdi Unicore Gateway

- NJS certificate nham phan phéi céc job con cho cac Unicore V-site.

- Client hoic user certificate cho cac user da duoc chap nhan vao hé thong.

Mouc tiéu ban dau cua Unicore la xay dung mot VO (Virtual Organization) duoc tao thanh tir
cac trung tam tinh toan lén, cac phong ban, vién nghién ctu va cac trang web bao gdbm ca
cbng khai va néi bo.

Céc site trong ciing mot VO dugc két ndi thong qua mot ha tang mang chung va pho bién,
do d6 nay sinh cac van dé vé bao vé tinh toan ven, riéng tu cua dit liéu khi duoc truyén tai
gua mang internet.

Pé dam bao tinh an toan cua dit liéu va xéac thuc nguoi dung, Unicore sir dung mé hinh PKI
Vvé6i chung chi (certificate) dugc dung nham:

- Xac thyc nguoi dung.

- X&c thyc cac Unicore Gateway.

- Xéc thuc cac NJS ( dung dé phan phéi cac sub-jobs)

ky xac thuc cac job va cac software.

Trong md hinh xéac thuc caa Unicore, ¢6 hai ting xé&c thuc véi tang dau tiéng bao gdm Root
CA va U-CA. Root CA dong vai tro 1a CA duoc tin tuong tuyét d6i va co chic ning xéac
thuc cho Unicore CA. Tuy nhién Root CA lai hoat dong doc 1ap va khong thugc vé hé thong
Unicore, Root CA chiu trach nhiém xac thuc cho U-CA va dam bao tinh toan ven cua U-
CA. CRL cua Root CA c6 trach nhiém thu hoi cac certificate duoc Ky béi Root CA ciing
nhu boi U-CA.

Unicore CA trong mé hinh hién tai 12 mot CA doc lap va la trung tam cua cong dong
Unicore. Chitng chi ciia Unicore CA dugc ky xac thuc bai root CA va c6 thé dung dé ching
thuc c4c user va cac server con lai trong hé thong. U-CA con so hitu mot CRL riéng nham
thuc hién thu hdi cac chung chi dd qua han st dung hoic bi vi pham vé bao mat. Trong
Unicore céc Root CA, U-CA va cac CRL tuong g ciia chung déu c6 thé dugc truy cap boi
ngudi ding. Cac chung chi ¢ tang thip hon chi ¢ thé ¢6 gia tri néu chung chi ¢ tang cao
hon chung trong truong hop nay la cia U-CA va Root CA la c6 gié tri.
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Tang thip hon trong md hinh chiing thuc cua Unicore 1a user, Gateway va NJS, chung dugc

ky bai U-CA va ciing c6 thé duoc thu hdi bai U-CA khi hét hiéu luc. Certificate cua user

duoc st dung khi muén xéac thuc véi gateway trén site muc tiéu nham thuc thi cac job,
chang thuc (endorse) job théng qua viéc ky biang khoa riéng cua minh hodc ay quyén

(consign) cé4c job téi mot site trong hé théng. Mot cach hinh tugng, ching chi cua User

trong hé thong Unicore tuong duong véi chimg minh thu dién tir caa user do.

bPdi véi Gateway, certificate dugc dung dé xac thuc Gateway véi user. Khi thyc hién dang

nhap tir xa vao mot Unicore site (U-Site), nguoi ding can phai xac thuc Gateway mudn sir

dung, trong truong hop nay phia nguoi ding chi kiém tra tinh xéac thuc cua chir ky duoc
ding dé tao nén certificate cho gateway. Nguoi dung trong qué trinh xac thuc nay khong
biét dén khoa cong khai cua gateway.

Mot loai khéc cua xéac thuc nguoi dung 12 sir dung NJS Certificate dé thiét 1ap céc két ndi

SSL téi cac V-Sites (Virtual sites) va consign cac sub-job ¢ day. Cac ching chi dang NJS

Certificate trong truong hop nay dung dé ching thuc cac NJS véi cac site muyc tiéu.

Chi tiét vé hién thyuc cia U-CA duoc trin bay ¢ phan tiép theo cia bao céo.

b. Kién tric cia CA va RA.

Kha ning bao mat ciia PKI duoc quyét dinh bai ba yéu té:

- Muc d6 tin tuéng cua viéc xac thuc nguoi dung thuc hién boi RA trudc khi cac
certificate duoc cap phat cho nguoi ding.

- Muc do an toan cua khoa riéng cua nguoi dung duoc cat git o phia client.

- Mic d6 tin cdy dbi voi chudi thao tac xé&c thuc cac certificate va kha niang CRL thuc
hién xac thuc cho ting két néi.

Viéc dinh danh nguoi ding thuc hién thong qua RAs bang cac kiém tra 1D card cia nguoi

ding. Mbi ddi tac trong hé thong Unicore déu c6 sé hiru riéng mot RA, dugc ching nhan

boi U-CA, céc di tac nho hon khong thé tao riéng mot RA cd thé st dung RA cua dbi tac
khac. Cac budc dé thdng qua mot chiing nhan cho ngudi ding gom co:

- Nguoi dung tao ra mot mot certificate signing request (CSR) véi mét cap khoa bi mat va
khoa cong khai. Khda bi mat dugc Iuu trong kho chia cua client.

- CSR dugc goi téi RA phu hop. RA chi ra cac thuc hién cach thuc hién xac thuc cho
ngudi ding. Xac thyuc c6 thé thuc hién thong qua: dinh danh tryc tiép ( nguoi dung truc
tiép toi gap RA) hoic gian tiép (théng qua video conferencing).

- RA xac thyc nguoi dung va CSR cta nguoi dung. Trong md hinh xac thuc hién tai chi
c6 xéc thuc tryc tiép 1a dugc st dung.

- RA chuyén tiép CSR toi U-CA. U-CA ky va tao chiing chi cho CSR gai tro lai cho user.
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Hinh 3.1: Qua trinh cung cdp certificate trong Unicore

c. Qua trinh bao mat caa mét &ng dung khi thyec thi trong grid:

Mot khi ching chi da duoc khai tao va phan phdi téi user va site thich hop. Céc két néi va

phan phéi cac job c6 thé duoc bit dau. C6 hai dang thuc thi c6 thé duoc thuc hién bai user

va server:

- Thiét Iap mot kénh két ndi st dung SSL.

- Endorsing (x&c nhan) cac AlOs (Unicore jobs) bing cach ky xac thuc trén ching.

- Trudc khi khéi chay Unicore tit ca cac ddi tac trong hé thong phai lay vé céac chimng
nhan cua U-CA va root CA dé c6 thé xéac thuc céc chiing nhan cua client va server vé
sau nay.

Cac kich ban hoat dong c6 thé gom:
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- Thiét 1ap cac két ndi SSL tir user side téi unicore side ( hay target side). Khi site can xac
thuc 1an nhau thong qua cac chitng nhan caa moi bén.

- Endorse Unicore jobs: ngudi ding c6 thé ching thuc cac job cua minh bang céch ky
dung khoa bi mat caa minh. Chur ky nay sau d6 c6 thé xac thuc théng qua ching nhan
ctia nguoi dung, ching nhan dugc giri kém nhu mot phan cua job.

- Consign sub-jobs: Cac NJS thuc hién consign céc sub-jobs bang cach phan phéi ching
thong qua cac SSL tdi cac V-Site phu hgp.

Ngoai ra trong md hinh ciia Unicore con thyc thién ay quyén (delegation) théng qua SAML
assertions. Theo d6 mot thanh phan phu thém duoc thém vao header trong tép SOAP duoc gii
di tGi cac site muc tiéu.

d. Qua trinh x4c thuc quyén cia ngudi dung

Trude khi ngudi dung ¢ thé thuc submit cac AJOs 1én target system, ngudi ding can thuc

hién truy cap va xac thuc ngudi dung ciing nhu xac thuc quyén han caa ngudi ding tai

target site. C6 hai thao tac can duoc thuc thi tai target site:

- User authentication: Dung dé thyc hién thiét 1ap két ndi SSL t6i target site. Nguoi ding
Unicore phai trinh ra chirng chi x&c nhan ban than va Gateway trén target site cling phai
trinh ra chirg chi xac nhan tuong tu.

- User authorization: Trudc khi nguoi ding c6 thé submit job 1én trén target site, nguoi
ding can phai thuc hién xéac thuc quyén. NJS cua target site thuc hién xac thuc dinh
danh cta nguoi dung trén AJO thong qua co so dir liu cua Unicore (Unicore user
database — UUDB).

2. Hién thyc security trén Globus

Globus toolkit hién thuc bao mat theo chuan GSI, theo d6 cho phép viéc bao mat & tranport-
lever va message-lever. GT4.0 hién thuc bao mat cho web service (ws) va pre web service
(pre-ws). Trong bai bao céo nay tap trung chu yéu cho web service, pre-ws sir dung cing
mot co ché authentication twong tu nhu ws nhung chi tiét vé hién thuc cua ung dung va
chuan bao mat cua thong diép nam ngoai pham vi cua béo céo nay.

a. Transport-level va message-level Security:

GT4.0 hd trg bao mat & tang transport-level va message-level & phién ban hién tai va ca cho
nhitng phién ban tiép theo. Bao mat ¢ tang message-level nham cung cap kha ning bao mat
theo chuan WS-Security va WS-secureConversation nham bao vé noi dung thong diép cho
c4c SOAP message. Bao mat ¢ tang transport-level nham cung cap kha nang xac thuc théng
qua TLS/SSL duoc hé tro boi X.509 proxy certificate. Hién tai viéc hién thuc bao mat &
tang message-level bi gigi han vé mat hiéu nang, do d6 GT4.0 st dung transport-level theo
mic dinh va viéc thay ddi sang message-level c6 thé duoc kich hoat néu can thiét.

Néu hién thuc caa message-level duoc cai thién theo nhu muc tiéu cua du 4n Globus, ting
message-level s& duoc thiét 1ap nhu 1a phwong thirc bao mat mac dinh. Tuy nhién, bao mat ¢
transport-level van s& dugc yéu cau.

b. Cac layer bao mat theo md hinh GSI:

20



GSI duoc hinh thanh dya vao bdn yéu cau chinh: bao vé thong diép (message protection),
xé4c thuc (authentication), ty quyén (delegation) va phan quyén (authorization). Cac chuan
bao mat khac nhau dugc stir dung trong mo hinh bao mat cua GT4.0: TLS, WS-Security hay
WS-SecureConversation dugc st dung nhu la cong cu bao mat di kéem vai SOAP. X.509
End Entity Certificates hoac Username va Password duoc sir dung nhu la phuong thuc ay
nhiém xac thuc.

X.509 Proxy certificates va WSTrust duwoc dung cho delegation. SAML Assertions dugc
dung dé xac dinh quyeén.

Mezzage-level

Message-level Transport-level

. Security
Security Security
£ . w/llsernames and -
wiX.509 Credentials Passwords wiX.509 Credentials
Authorization SAML and grid-mapfile SAML and
grid-mapfile grid-mapfile
X.508 Prooy X.509 Proxy
Delegation Centiicates/ WS- Contificates/ WS-
Trust Trust
q '
Authentication X.509 End Entity Uscr!narm. X.509 End Enity
Centificates Password Cenificates
Message WS-Security
Protection WS-SecureConversation WS-Security TLS
Message format S0AP SOAP SOAP

Hinh 3.2: Md hinh bdo mdt theo ting tang cia GT4.0 va cac chudn duiroc sik dung
c. Bao vé thong diép (message protection):
GT4.0 sir dung SOAP trong hién thuc web service, viéc ma héa thong diép cd thé duoc hién
thuc thdng qua tang transport-level véi giao thirc TLS hoic ting message-level bang cach
ky va ma hoa thong diép. Chi tiét vé timng cach hién thuc s& duoc trinh bay nhu bén dudi.
Bdo vé thong diép ¢ tang Transport-level:
Bao vé thong diép o tang Transport thong qua giao thirc TLS cho phép ma héa toan bo
thong diép qua d6 dam bao tinh toan ven cua di liéu va tinh riéng tu cua dir liéu. Nhu da
trinh bay ¢ phan trén, transport-level cung cp hiéu suat hoat dong cao hon so vi message-
level, do d6 van 1a phuong thire duoc uu tién sir dung. tuy nhién trong twong lai, thong qua
viéc nang cao hiéu suat lam viéc cia message-level security viéc chuyén dan tir transport-
level sang message-level cé thé dugc dy doan trudc.
Transport-level security duoc sir dung két hop véi chimng thuc X.509 dé xac thuc, hodc co
thé khong can ching thuc ma chi tap trung vao tinh toan ven thong qua ché do hoat dong
“anonymous transport-level security ”. Trong ché do nay, viéc xac thuc c6 thé dugc thuc
hién & mot tang khac. Vi du: Viéc xéac thuc thong qua username va password chira trong
thong diép SOAP, hoic kénh két ndi duoc tin tuong tuyét ddi ma khdng can théng qua xac
thuc.
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Bdo vé théng diép ¢ tang Message-level:

Trong dinh dang caa SOAP cho phép hién thuc phan bao mat cho payload thong qua bat ky

mot co ché bao mat nao, vi du: chit ky s, ma hoa, dam bao tinh toan ven. Qua dé hién thuc

GSI trong GT4.0 c6 thé duoc chon lya phuong phap phu hop dé bao vé thong diép SOAP

ma c6 thé ap dung cho tat ca tng dung dwa trén nén tang GT4.0 web service.

GSI hién thyc hai chuan bao mat cho web service 12 WS-Security standard va WS-

SecureConversation. Tuy nhién hién tai viéc bao mat cho web service van chi dung lai & cac

specification ttrc 13 cac dinh dang vé mit ki thuat ma chua dugc hién thuc héa thanh chuan

quy udc. WS-Security standard, dugc dinh nghia boi OASIS, dua ra mot framework cho

phép thuc hién bao mat trén noi dung caa thong diép SOAP; GSI stir dung phuong thirc bao

mat ndy nham cung cip kha ning bao mat cho cac thong diép doc 1ap, vi du thong diép

khdng nam trong mét ngix canh bao mat dugc thdng nhit trude gitra bén nhan va gui ( nhu

thdng tin vé khoa va CA dugc tin twdng cua hai bén).

WS-SecureConvertsation 1a mot chuan duoc bao trg bai IBM va Microsoft cho phép thuc

hién cac thao tac trao d6i thong diép dé khai tao ban dau cho mot ngir canh trao ddi théng

diép bao mat dugc dung cho cac thong diép duoc trao dbi vé sau, muc tiéu ciia phuong phap

nay nhim giam thiéu chi phi vé tinh toan trong thong diép. Luu y khi sut dung WS-

SecureConvertsatation chi dugc sir dung khi di kém véi chiing thyc X.509 nham thuc hién

xéc thuc trong cac budc tiép theo cia phién 1am viéc (session).

Ca hai chuan WS-Security standard va WS-SecureConvertsation déu duoc hién thuyc mot

cach doc 1ap véi phuong phap xéac thuc duoc st dung trong GSI. Do d6, GSI ¢6 thé st dung

chung thuc X.509 hoic username va password trong phan xéac thuc. Khi chang thuc X.509

dugc dung nham dinh danh, WS-Security va WS-SecureConvertsation dugc sir dung bai

GSI s& cung cap thém cac co ché bao mat bd sung nhu (cac co ché nay cé thé dugc két hop

va&i nhau):

- Bao vé tinh toan ven (integrity protection): Bén nhan cd thé dam bao thong diép la
nguyén ven nhu luc duoc truyén tai.

- Mai hoéa (encryption): Thong diép duwoc bao mat dé dam bao noi dung khong duoc tiét 16
ra bén ngoai.

- Chéng phét lai (Replay prevention): Bén nhan c6 thé xéac thuc rang thong diép nhan
dugc khong bi lap lai tir mot thong diép trude do.

d. Authentication va delegation

GSI ban dau hd trg xac thuc (authentication) va kha ning chuyén tiép (delegation) théng

qua sir dung chung thuc X.509 va khoa cong khai. Phién ban GT4.0 con hd trg xac thuc

théng qua username va password.

Chueng thyc X.509:

GSI sir dung X.509 end entity certificates (EECs) dé dinh danh cic ddi tugng nhu nguoi

dung va dich vu. X.509 EECs cho phép dinh danh mdi d6i twong mét chic chi duy nhat ma

chi ddi twong d6 s& hiru va phuong phap dé truy cap chung chi nay thdng qua bén thi ba

thong qua hé théng khda bat d6i xiing. X.509 ECCs hién thyuc dya trén mot sé chuan ¢ lién
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quan. Céc t6 chirc phét trién grid trén khip thé gisi co thé dua ra ching chi va co quan xéc

thue chiing chi thdng qua st dung cac phan mém tir bén thir ba dé dung nén X.509 ECCs va

ap dung cho GSI va Globus Toolkit.

GSI ciing hd tro delegation va single sign-on théng qua st dung chuan X.509 Proxy

Certificate. Proxy Certificate cho phép dwa trén X.509ECCs dé thuc hién delegation céc tac

vu I&n trén mot khu vire khac. Trong tac vu xac thuc va phan quyén, GSI coi X.509 EECs va

Proxy Certificate véi vai tro tuong duong nhau.

Xéc thuc thong qua X.509 c6 thé thuc hién théng qua TLS, néu mudn bao mat ¢ tang

transport hogc théng qua chir ky trong WS-Security, néu mudn bao mat & tang message.

Globus toolkit hd tro ba dang cua Proxy Certificate:

- 0ld: Puoc hinh thanh tir ban drafting cia RFC 3820, mot phét thao ban du va chua
chinh thic. Viéc sir dung cua ban nay bi han ché va chi dung trong trudng hop bit bugc
khi muédn giao tiép voi cac phién ban Globus cil.

- GT4 Default: Phién ban nay dugc hién thyuc theo dac ta tir RFC 3820. Puoc tao ra theo
mac dinh khi goi Iénh $grid-proxy-init. Nhung phién ban nay khong dugc st dung trong
cac phién ban tiép theo cua Globus toolkit.

- Fully RFC 3820 compliant: Phién ban nay dugc hién thuc véi kha nang tuong thich
hoan toan voi RFC 3820 va cd thé dugc tao ra thdng qua lénh $grid-proxy-init-rfc. Phién
ban nay duoc du dinh trg thanh tiy chon mic dinh trong céc phién ban tiép theo caa
Globus Toolkit.

Mot s6 hién thuc khac cua Proxy Certificate ¢ thé van con ton tai, tuy nhién ddy 1a cac hién

thuc ¢6 tir truge chuan RFC 3820. Céc hién thuc nay khong con duoc hd trg va khong dang

tin cay trong su dung.

Moi phién ban cua Proxy Certificate déu hd trg ddi s6 “limited”, vi du $grid-proxy-init —

limited. Viéc cung cp d6i s6 nay cho phép chiing chi Proxy bi giGi han kha nang tinh toan,

vi du chi st dung cho GridFTP ma khéng dung dugc cho GRAM.

e. Delegation

GT4.0 cho phép delegation mét service bang viéc cung cap mot giao dién cho phép ngudi

dung delegate théng qua chitng nhan X.509 Proxy Certificate. Giao dién dua ra dugc dua

trén dac ta vé WS-Trust.

f. Xac thuc dwa trén Username va password

GSI c6 thé s dung WS-Security cing véi Username va password dang vin ban text nhu

duogc dic ta trong WS-Security standard. Co ché ndy cho phép ho tro cac tng dung duya trén

nén web-service tré nén twong thich hon ddi vai WS-1, sé dugc trinh by & phan sau cua bai

b&o cdo. Luu y, khi sir dung username va password nhu cach thay cho chang thuc X.509.

GSI chi c6 thé cung cdp ché do xéac thuc ma khong c6 céc ché do khac nhu delegate,

confident, integrity va replay prevention. Ngoai ra, GSI con hd trg viéc sir dung username

va pasword cling véi ché d6 anonymous trong security & ting transport.

g. Authorization
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Grid-mapfile da duoc su dung trong cac phién ban trudc caa GT4.0 va trong phién ban 4.0
chtc ning cua grid-mapfile con cung cap kha niang kiém soéat hoat dong (access control)
trong qua mot danh sach cac ngudi ding duoc phan quyén. GT4.0 st dung chuan SAML tir
OASIS. SAML dinh nghia mét dinh dang chung cho cac dang quyén vé bao mat va giao
thirc dé tiép can cac quyén do. GSI sir dung SAML AuthorizationDecision dé quan ly céc
quyén theo hai cach:
- Giao thac CAS (community Authorization Service) tao ra SAML AuthorizationDecision
trong viéc quan |y va phan hoach quyén caa cac thanh vién trong CAS trong cac service.
- GSI st dung cac phuong thuc goi ham, dugc dinh nghia trong SAML
AuthorizationDecision protocol caa GGF, nham cung cap kha nang sir dung mot dich vu
quyét dinh quyén han tir mot bén thir ba, ching han PERMIS, nham quan |y kha ning
truy suat caa cac request gai toi GT4-base service.
h. Kha ning twong thich véi WS-1:
GSI hién tai cung cdp nhitng hd trg ban dau cho WS-I Basic Security Profile ¢ nhitng hién
thuc c6 thé hd trg dugc. Khi GSI sir dung username va password cho viéc dinh danh, cac
giao thirc duge dic ta nham c6 thé twong thich véi WS-I.
i. Xu hwéng phat trién caa Globus toolkit:
Phan quyén dya trén tirng vai trd riéng biét 1a mot yéu cau cap thiét trong grid. Cac dich vu
nhu PERMIS va VOMS sir dung hé thdng phan quyén ma trong dé cac quyén duoc géan truc
tiép thanh cac d6i s6 cho cac ngudi dung da khong con phu hop voi yéu cau cua cac hé
thdng phan quyén hién tai. Mot phuong an dang dugc trién khai nham cung cip kha ning
tuong thich cho Shibboleth vao Globus toolkit, nham cung cip mot co ché gan quyén khac
vao hé thdng phan quyén cua GT.
Mot thach thire 16n phai giai quyét khi thyc hién phan quyén dua trén cac di sb 1a viéc hién
van chua c6 mot phuong phap tong thé nham cho phép cac ddi s6 nay duoc giao tiép tir
viling cung cap quyén téi cac dich vu ma cac d6i s6 nay qui dinh. Ngoai ra hién van chua co
chuan chung dé mé ta cac cach ma cac dbi s6 nay quyét dinh cac chinh sach dich caa minh.
Mot cdng viéc khac hién dang dugc khoi dong 1 viéc phan tang caa WS-Security Standard
nhim cung cap kha ning van chuyén cac ching thuc khac nhau tir phia client téi phia
service.
IV. Tong két danh gia vé bao mat trong méi truong grid
Grid security hién nay van la mot thach thic 16n. Cac nha phét trién middleware dua ra
nhitng giai phap khac nhau nham giai quyét van dé nay. Trong xu huéng hién nay mudn
thue hién xac nhap cac hé théng grid véi nhau thanh mot hé théng 16n hon 1am nay sinh cac
van dé véi chinh sach bao mat trong méi truong grid. Cac van dé nay hién van dang duogc
tim cach giai quyét.
Déi voi Globus toolkit sir dung co ché proxy certificates dé don gian hoa cac thao tac truy
cap va cho phép delegation, dong thoi hudng dén thuc hién single-sign-on. Trong khi d6 véi
Unicore, khdng hién thuc cho mot co ché tuong duong. Do d6, khi hé théng Globus va
Unicore duoc tich hop s& dan dén nhitng van dé phat sinh nhur:
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- Théng tin vé ngudi dung submit cac job chi duoc thdy & Globus gateway s& khong thé
dugc quan ly bai céc site s dung unicore gateway.
- Kha ning bao vé tinh toan ven va riéng tu cia job s& khdng con khi di chuyén sang
unicore site.
Ngoai ra céc chinh sach bao mat do cac CA dit ra thay doi theo tumg truong hop va viéc
thay d6i cac chinh sach bao mat nay s& dan tgi nhitng két qua khac nhau, trong nhiéu truong
hop 1a khdng thé thay d6i theo mot chuan chung duy nhat. Tuy nhién, viéc hién thuc xéc
thuc hién nay trong moi truong grid déu chu yéu thong qua chimng chi X.509 trong d6 cac
CA dong vai trd quyét dinh mirc d6 tin twdng caa chieng chi.
Trong céc hién thuc hién tai cia minh, GT4.0 hudng t6i md hinh dich vu va sir dung co ché
bao mat thdng qua céc chuan bao mat dung cho cac web service. Tuy nhién cac chuan nay
hién van dugc xay dung va hiéu suat hoat dong khong cao do van dé kho khan vé chi phi
overhead trong thong diép mudn bao mat. Do d6, dan téi viéc GT4.0 tuy c6 dua ra hd trg
bao mat theo nhitng chuan méi nhung van phai dung cic phuong phap bao mat theo cac
chuén cii lam mac dinh.
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