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INTRODUCTION OF  

BASIC SECURITY 
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WHAT IS SECURITY? 

IT security is concerned with ensuring 

that critical information and the 

associated infrastructures are not 

compromised or put at risk by 

external agents.  
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GOALS OF SECURITY 

 

• Prevention 

• Detection 

• Recovery 
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SECURITY CONCERNS FOR DATA 

 

• Confidentiality 

• Integrity 

• Availability 
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OTHER SECURITY CONCERNS 

• Authentication 

• Authorization 

• Assurance 

• Non-repudiation 

• Auditability 

 

 

• Trust 

• Reliability 

• Privacy 
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CRYPTOGRAPHY 

Cryptography is the most commonly used 

means of providing security, it can be used 

to address four goals: 

 Message confidentiality 

 Message integrity 

 Sender authentication 

 Sender non-repudiation 
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SYMMETRIC CRYPTOSYSTEMS 
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ASYMMETRIC CRYPTOSYSTEMS 
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CRYPTOGRAPHY COMPONENTS (1/2) 

• Digital signature 

• Public-key certificate: 

• ITU-T X.509 format: 

• Subject 

• Subject’s public key 

• Issuer’s subject 

• Digital signature 
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CRYPTOGRAPHY COMPONENTS (2/2) 

 

• Certificate Authority (CA) 

• Firewall 
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GRID SECURITY 
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GRID SECURITY REQUIREMENTS (1/5) 

• The dissemination, processing, sharing, 

and virtualization of data, as well as the 

sharing and virtualization of compute 

resources, networks, and experiments, 

lead to challenging requirements for 

storage, network bandwidth, and compute 

power. 

• The associated security requirements are 

equally challenging 
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GRID SECURITY REQUIREMENTS (2/5)  

• Data will move through, and be accessed 

from, many different centers in different 

countries with different security 

mechanisms and policies in place at each 

center  

•  The community requiring access to the 

data spans multiple organizations and 

countries. Thus, center administrators 

need the ability to enforce policy without 

knowing the individuals that access their 

resources 
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GRID SECURITY REQUIREMENTS (3/5) 

•  Trust must be established and expressed 

between different centers, from which 

remote access policies must be derived 

• Data integrity and confidentiality can be 

crucial 
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GRID SECURITY REQUIREMENTS (4/5) 
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GRID SECURITY REQUIREMENTS (5/5) 

3 key characteristics in grid security model: 

  Enable integration and interoperability 

  Enable creation and management of 

dynamic trust domain 

 support dynamic creation of services 
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GRID SECURITY MODEL 
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GRID SECURITY INFRASTRUCTURE (1/2) 

GSI is an OGSA security reference 

implementation, and is included as part of 

Globus Toolkit Version 3  
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GRID SECURITY INFRASTRUCTURE (2/2) 

• A public-key system 

• Mutual authentication through digital 

certificates 

• Credential delegation and single sign-on 
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AUTHORIZATION MODES  IN GSI 

Server-side 

authorization 

•  None 

•  Self 

•  Gridmap 

Client-side 

authorization 

• None 

• Self 

• Host 
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GSI OPERATIONS (1/2) 
• Requesting a certificate 

• Mutual authorization 
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GSI OPERATIONS (2/2) 

• Confidential communication 

• Securing private keys 

• Delegation and single sign-on 
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SOME SECURITY STANDARDS 

SSL/TLS 

• The major use of SSL (X.509) 

certificates is with the SSL/TLS 

protocol. 

•  Secure Sockets Layer (SSL) is a 

Netscape protocol originally 

created in 1992. 

•  SSL v1: never publish 

•  SSL v2: 1995, 

contained a number of 

security flaws. 

•  SSL v3: 1996 

 

• TLS 1.0 was first defined in 

January 1999 as an upgrade to 

SSL Version 3.0. 

•  TLS 1.1: in April 2006. 

•  TLS 1.2: in August 2008. 

24 



SSL/TLS 
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SOME SECURITY STANDARDS 

X.509 certificate: 

• X.509 is a standard for a public key infrastructure (PKI) 

and Privilege Management Infrastructure (PMI).  

• X.509 specifies standard formats for public key certificates, 

certificate revocation lists, attribute certificates, and a 

certification path validation algorithm. 
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SOME SECURITY STANDARDS 

X.509 certificate: 
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SOME SECURITY STANDARDS 

X.509 certificate vs SSL/TLS: 

SSL sits on X.509. 

X.509 Specification: Complexity and lack of quality 
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SSL/TLS 
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WEB AND WEB SERVICE 

• A Web service is a method of 

communication between two 

electronic devices over the web 

(internet).  

• RPC, SOA and REST are three 

most commons style of 

Webservice. 

 

SOAP, SAML, XML ENC, XML SIG are based on 
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SOAP 
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WSDL 
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WSDL 
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SECURITY ON WEB SERVICE 

• WS-Security (Web Services Security, short WSS) is a flexible and 

feature-rich extension to SOAP to apply security to web services.  

• WS-SecureConversation is a Web Services specification, created by IBM 

and others, that works in conjunction with WS-Security, WS-Trust and 

WS-Policy to allow the creation and sharing of security contexts.  

• And more… 
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SECURITY ON WEB SERVICE 
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WS-Fed V1.1

Dec 06

WS-Fed V1.0

July 03

WS-Security

April 02

WS-Trust

Dec 02

WS-MetadataExchange

Sep 04

WS-MetadataExchange

Aug 06

WS-Eventing,

WS-Addressing,

WS-ResourceTransfer,

WS-Transfer

Mar-Sep 06

WS-Policy* V1.2

Apr 06

WS-SecureConversation V1.3,

WS-SecurityPolicy V1.3

Sep 06

WS-Policy*

Dec 02

WS-SecureConversation,

WS-SecurityPolicy

Dec 02

WS-Trust V1.3

Sep 06

WS-Security V1.1

Feb 06



SECURITY ON WEB SERVICE 

 WS-Security adds significant overhead to SOAP processing due to the 

increased size of the message on the wire, XML and cryptographic 

processing, requiring faster CPUs and more memory and bandwidth.  
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WEB SERVICE SECURITY VS SSL/TLS 

SSL Provides In-Transit Security Only 

Targeted Security 

Faster Routing 

 Transport layer 

 

 

 

 Message layer 
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SAML 

Security Assertion Markup Language (SAML) is an 

XML-based open standard for exchanging 

authentication and authorization data between 

security domains. 

SAML is built upon a number of existing 

standards: XML, XML Schema, XML Signature, 

XML Encryption, HTTP, SOAP. 
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SAML 
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SAML VS WS-* 

SAML: Simple, matural, good performance. 

WS-*: 

 It is too complex 

 It is too immature 

 Interoperability will be difficult 

 It doesn’t appear to solve anything that SAML 
2.0 and ID-WSF can’t already do 
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UNICORE V6 
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UNICORE V6 
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UNICORE V6 
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UNICORE V6 
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UNICORE V6 
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UNICORE V6 
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UNICORE V6 
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GLOBUS V4 
Overviews 

GT4.0 supports both message-level and transport-level 

security. 

message-level security: Support for the WS-Security 

standard and the WS-SecureConversation. 

transport-level security: Authentication via TLS with 

support for X.509 proxy certificates.  
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GLOBUS V4 
GSI Functional Layers  
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GLOBUS V4 
GSI Functional Layers (cont)  
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GLOBUS V4 
Message Protection: 

The Web Services portions of GT4 use SOAP as their 

message protocol for communication. 
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GLOBUS V4 
message-level security: 

GSI implements the WS-Security standard and the WS-

SecureConversation specification to provide message 

protection for SOAP messages. 

WS-SecureConversation allows for a less computational 

overhead. 
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GLOBUS V4 
Message Protection (cont) 

Transport-level security:  

Authentication via TLS and normally used in conjunction 

with X.509 proxy certificates. But can also be used without 

such certificate in “anonymous transport-level security.” 

mode. 
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GLOBUS V4 
Authentication and Delegation 

GSI use X.509 Certificates, Anonymous authentication or plain 

username and passwords for authentication and deledation. 
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GLOBUS V4 
Authentication and Delegation (cont): 

X.509 Credentials: 

GSI uses X.509 end entity certificates (EECs) to identify 

persistent entities such as users and services. 

GSI also supports delegation and single sign-on through the 

use of standard X.509 Proxy Certificates. 
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GLOBUS V4 
Authentication and Delegation (cont): 

Username and Password Authentication 

GSI may use WS-Security with textual Usernames and 

Passwords as described in the WS-Security standard. 
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GLOBUS V4 
Authentication and Delegation (cont): 

Delegation: 

GT4 supports a delegation service that provides an interface 

to allow clients to delegate (and renew) X.509 proxy 

certificates to a service. 
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GLOBUS V4 
Authentication and Delegation (cont): 

X.509 Proxy Certificates: 
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GLOBUS V4 
Authorization:  

Server side authorization: 

• None: No authorization will be performed. 

• Self: compare the client's identity with the service's identity. 

• Gridmap: A gridmap is a list of 'authorized users' akin to an 
ACL 

• Identity authorization: compare the client's identity with 
a specified identity. 

• Host authorization: Allow access if it presents a host 
credential that matches a specified hostname. 

• SAML Callout authorization: delegate the authorization 
decision to an OGSA 
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GLOBUS V4 
Authorization (cont):  

Client-side authorization 

• None: No authorization will be performed. 

• Self: compare the client's identity with the service's 

identity. 

• Identity authorization: compare the client's identity 

with a specified identity. 

• Host authorization: Allow access if it presents a host 

credential that matches a specified hostname. 
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GLOBUS V4 
Authorization (cont):  

Custom authorization 

• GSI provides an infrastructure to easily plug in our own 

authorization mechanisms. 
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