2 Chuong 4. Deadlock

0 M6 hinh hé théng
o Resource Allocation Graph(RAG)

o Phuong phap giai quyét deadlock
— Deadlock prevention (ngan chan deadlock)
— Deadlock avoidance (tranh deadlock)
— Deadlock detection (phat hién deadlock)
— Deadlock recovery (phuc hoi deadlock)
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#% Van dé deadlock trong hé théng

a Tinh huéng: mét tap cac process bi blocked,mbi process
gill tai nguyén va dang chg tai nguyén ma process khac
trong tap dang co.

a Vidu 1
— Gi& sU hé théng co 2 file trén dia.
— P1 va P2 méi process dang m& moét file va yéu cau mé file kia.

a Vidu 2
— Semaphore A va B, khdi tao bang 1
PO P1
wait (A); wait(B)
wait (B); wait(A)
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¢3 M6 hinh héa hé théng

o Cac loai tai nguyén ki hiéu Ry, R,, . . ., R,,, bao gom:
— CPU cycle, khdng gian bd nhd, thiét bi I/O, file, semaphore,
monitor,...

— M@i loai tai nguyén Ri c6 Wi thyc thé (instance).

0 Qua trinh sl dung tai nguyén cia mdi process nhu sau
— Yéu cau (request): process phai chd néu yéu cau khéng dugc

dap ung ngay

— SU dung (use)
— Hoan tra (release)

o Cac tac vy yéu cau (request) va hoan tra (release) déu
la system call
— Request/release device, open/close file, allocate/free memory
— Wait/signal
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% Diéu kién tén tai deadlock

0 Mutual exclusion: véi mdi tai nguyén, chi c6 mot
process s dung tai mot thdi diém.

o Hold and wait. mdt process van s& hiiu tai nguyén da
dugc cap phat trong khi yéu cau mét tai nguyén khac.

o No preemption: mot tai nguyén khong thé bi doat lai tu
chinh process dang s& hiiu tai nguyén dé.

o Circular wait. t6n tai mot chu ky dong cac yéu cau tai

nguyén.

Deadlock c6 thé xay ra néu 4 diéu kién xuat hién déng thoi.
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“3Resource Allocation Graph(RAG)

o RAG la dé thi co hudng, tap dinh V va tap canh E.
— Tap dinh V gém 2 loai:
* P={P,, P, .., P} (T&tca process trong hé théng)
* R ={R,, R,, -, R,,} (T4t ca tai nguyén trong hé thong)
— Tap canh E gém 2 loai
» Request edge: canh cé hudng tu Pi —» Rj
» Assignment edge: canh ¢6 hudng tu Rj — Pi

a Process

o Loai tai nguyén véi 4 thuc thé Ri
o Piyéu cau moét thuc thé cla Rj —»@ Rj

o Pidang git mot thuc thé cla R; Ri
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% Vidu vé RAG
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l'“?. RAG dang bi deadlock
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% Cycle RAG khong deadlock

© RAG khong ton tai chu ky (cycle) = khdéng c6 deadlock.
® RAG cd6 it nhat mot chu ky (cycle)
—Né&u mébi loai tai nguyén chi c6 mét thuc thé = deadlock.

—Né&u mébi loai tai nguyén c6 nhiéu thuc thé = c6 thé xay ra
deadlock.
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% C&c p.p giai quyét deadlock

o Dung mét giao thiic (protocol) dé ngan chan hoac

tranh deadlock, bdo dam rang hé théng khéng bao
giG bi rai vao tinh tranh deadlock.

— Deadlock prevention

— Deadlock avoidance

0 Hé th&ng c6 thé rdi vao trang thai deadlock, sau dé

phat hién deadlock va phuc héi hé théng.

0 Bd qua moi van dé, xem nhu khong bao gid co

deadlock xay ra trong hé théng

© Kha nhiéu hé diéu hanh sl dung p.p nay.

— Deadlock khéng phat hién, gidi quyét = giam hiéu suat
clia hé théng. Cudi cung, hé théng co thé ngung hoat
dong va phai khéi dong lai.
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:. Deadlock Prevention

a

7)

2)

Tim céach ngan chan sao cho it nhat moét trong 4 diéu

kién gay deadlock khdng xay ra.

Mutual Exclusion: khéng can thiét déi véi sharable

resource nhung bat budc phai thda man déi véi non-

sharable resource = khéng han ché dudgc.

Hold and Wait. s&t dung cd ché “all-or-none”

- Ca"lch 1: bat budc mdi process phai yéu cau toan bé tai nguyén
c4n thiét mét 1an. N&u c6 dl tai nguyén thi hé théng sé cép
phat, néu khong da tai nguyén thi process phai bi block

— Cach 2: khi yéu cau tai nguyén, process khéng dugc s hiiu bat
ky tai nguyén nao. Néu dang cd thi phai tra lai trudc khi yéu cau

- Khuyét diém:

» Hiéu sudt s dung tai nguyén rat thap
= Co6 kh& nang bj starvation
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ns?. Deadlock Prevention (1.t)

3 No Preemption: n€u process A cé sé hiiu tai nguyén va
dang yéu cau tai nguyén khac nhung tai nguyén nay
chua dap ung dudc thi.

— Cach 1: A phai trd cho hé théng moi tai nguyén dang sé hiu
= A phdibat dau lai ti dau, yéu cau céac tai nguyén da bi doat
lai va cé& tai nguyén dang yéu cau
— Cé&ch 2: Hé théng sé& kiém tra tai nguyén ma A yéu cau
» N&u tai nguyén la sG hitu clia process dang yéu cau va dgi
thém tai nguyén, tai nguyén nay dugc hé théng doat lai va
cdp phat cho A.
» Né&u tai nguyén la sG hitu clia process khong dgi tai nguyén,
A phai dgi va tai nguyén ctia A bi doat lai. Tuy nhién hé
théng chi doat lai cac tai nguyén ma process khac yéu cau

o Thudng ap dung cho tai nguyén cé thé dé dang Iuu va khoi phuc
trang thai nhu CPU register, bd nhd, ...
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3 Deadlock Prevention (t.t)

4) Circular Wait: cac tai nguyén trong hé thong dugc danh
s0 thi tu tuyén tinh
— Vidu: F(tape drive) = 1, F(disk drive) = 5, F(Printer) = 12
* Fla ham dinh nghia th( ty dua trén hiéu suét st dung cla
tai nguyén.
— Cach 1: Bat budc mbi process yéu cau tai nguyén theo thi ty
tuyén tinh ting dan. Vi du
= Chubiyéu clu hgp Ié: tape drive — disk drive — Printer
= Chudiyéu cau khong hgp 1é: disk drive — tape drive
— Cach 2: Khi moét process yéu cau mot tai nguyén Rj thi phai tra
lai cac tai nguyén Ri v@i F(Ri) > F(Rj)
pl-request

~<
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#>s Deadlock Avoidance

]
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Deadlock prevention s dung tai nguyén khong hiéu qua.
Deadlock avoidance chi dua trén diéu kién thi 4 dé
tranh deadlock ma van dam bao hiéu suét s dung tai
nguyén t8i da d&€n muc c6 thé.

Yéu cau moi process khai bao sé lugng tai nguyén toi
da can dé thuc hién céng viéc

Giai thuat deadlock-avoidance sé& kiém tra trang thai cap
phat tai nguyén (resource-allocation state) dé bado dam
hé théng khong bao gid roi vao deadlock.

Trang thai cap phat tai nguyén dudgc dinh nghia dya trén
sO tai nguyén con lai, s tai nguyén da dugc cap phat va
yéu cau cuc dai clia cac process
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. - 11 » 11 b} )
e Trang thai “safe” va “unsafe

a

]

Mot trang thai dugc goi la “safe” néu ton tai it nhat mot cach
ma trong moét khoang thgi gian hitu han nao dé, hé théng cé
thé cap phat tai nguyén thda man cho t4t ca process thuc thi
hoan tat .

Khi mot process yéu cau mot tai nguyén dang sén cé, hé
théng s& kiém tra: néu viéc cdp phat nay khéong dan dén tinh
trang unsafe thi sé cap phat ngay.

holding m"’:]’gr;c;m holding ~ MEXTUM
A 1 4 A 8 10
B 4 6 B 2 5
C 5 8 C 1 3
Available = 2 Available =1
Trang thai safe Trang thai unsafe
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:. Safe,unsafe va deadlock

o Néu hé thdng dang & trang thai “safe” = khéng deadlock.
o Néu hé thdng dang & trang thai “unsafe” = c6 kha& nang
dan dén deadlock.

o Deadlock avoidance = bao dam hé thdng khong bao gid
di dén trang thai “unsafe”.

deadlock unsafe

safe
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% Gidi thuat Banker

o Ap dung cho hé théng cap phéat tai nguyén trong
dé mébi loai tai nguyén c6 thé coé nhiéu instance.
0 M6 phdéng nghiép vu ngan hang (banking)
0 Mot s6 gia thiét
— Mé&i process phai khai bao sé lugng t8i da tai nguyén
méi loai ma process d6 can dé hoan tat cong viéc.
— Khi process yéu cau moét tai nguyén thi cé thé phai
dgi mac du tai nguyén dugc yéu ciu dang cé san
— Khi process da co dugc day du tai nguyén thi phai
hoan tra trong mét khodn thgi gian hitu han nao dé.
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% Giai thuat Banker (t.t)

Mot s6 gid thiét trong gidi thuat Banker:

+ N =sd processes han ché clia
4 m = s6 loai tai nguyén }7 giai thuat Banker
< Max[n, m]

> Max[ i, j] = k < s0 instance cuc dai ma Pi yéu cau déi véi R;.
< Available[m]

> Available[j] = k < loai tai nguyén Rj dang sén c6 k instance.
< Allocation[n, m]
> Allocation[i,j] = k < Pi da dudgc cdp phat k instance cla R;.
+ Need: matrannxm.
> Need]i,j] = k & Pican thém k instance cla Rj.
Need [i,j] = Max[i,j] — Allocation [i,j].
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% Giai thuat ki€m tra trang thai

1. Goi Work va Finish la hai vector kich thugc tudng ung
& m, n. Kh@itao ban dau
Work(i] := Availablel[i]

Finish[j] = false, Vj \

2. Tim i thoa diéu kién sau
(a) Finish [i] = false fo) phu’c tapA
(b) Need, < Work (hang thi i ctia Need) > cua giai thuat

NéE&u khong ton tai i thoa diéu kién, dén budc 4.
3. Work := Work + Allocation;
Finishli] := true
quay vé budc 2. )
4. Néu Finish[i] = true Vi, hé thong dang & trang thai safe

O(m.n?)

Y <X < Y[i] < X[i], vidu (0, 3,2, 1) < (1,7, 3, 2)
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3 Giai thuat cap phat tai nguyén

Goi Request[m] la request vector cla process P,.
Request; [j] = k < P, can k instance cla tai nguyén R,
1. Néu Request, < Need, = dén budc 2. Ngudc lai, bao 16i vi process
da vugt qua gidi han yéu cau cuc dai.
2. Néu Request, < Available = qua budc 3. Ngudc lai, P, phaichd vi
tai nguyén khéng con di dé cap phat.
3. Gia dinh c&p phat tai nguyén dap Ging yéu cau cta P; thi cap nhat
trang thai hé théng nhu sau:
Available := Available - Request;
Allocation; := Allocation; + Request;
Need, := Need, — Request;;
NE&u trang thai 1a safe = tai nguyén dugc cép thuc sy cho P,.
Né&u unsafe = P, phai dgi. Phuc hoéi trang thai
Available := Available + Request;;
Allocation; := Allocation; - Request;
Need, := Need, + Request;
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> Giai thuat Banker — Vi du (L.

a Co6 5 process Py— P,

a C6 3 loai tai nguyén: A (cé 10 instance), B (5 instance)
va C (7 instance).

0 So dé cédp phat trong hé théng tai thgi diém T,

Allocation Max Available Need

ABC ABC ABC ABC
P, 0 10 753 332 743 ©
P, 200 322 12290
P, 3 02 9 0 2 6 00 O
P, 2 1 1 2 2 2 011 @
P, 0 0 2 4 3 3 431 ©
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N L2 .
e Kiém tra su an toan

Chubi c8p phat an toan < Py, Py, P,, P,, Py>

Allocation  Need Available
ABC ABC ABC
. s 32
Py @ @ 5 3 2
P, 30D (0D y
P, Q1D @D T
. 2F
10 4 7— 10 5 7
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N,
e Vidu:

o Yéu cau (1,0,2) clia P, c6 thda duge khong? Kiém tra diéu
kién Request < Available

(1,0,2) <(3,3,2) = TRUE
o Kiém tra trang thai hién tai cé phai la safe hay khéng?

Allocation Need Available
A B C A B C A B C
P, 0 1 0 7 43 230
P, 2 0 0 02 0
P, 3 0 2 6 0 O
P, 2 1 1 0 1 1
P, 0 0 2 4 3 1
o BT: yéu cau (3,3,0) clia P,, yéu cau (0,2,0) clia P, c6 thé thda

man hay khong?
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ns?.. Deadlock Detection

a Crlép nhan xay ra deadlock trong hé thong,
kiém tra trang thai hé thong bang giai thuat
phat hién deadlock.

0 Néu co deadlock thi ti€n hanh phuc hoi hé
thong

o Céc gidi thuat phat hién deadlock thudng st
dung moé hinh RAG.

0 Co hai mo hinh hé thdng cap phat tai nguyén
dudc khao sat
1. Single-Instance: méi loai tai nguyén chi c6 mot

instance
2. Multiple-Instance: mébi loai tai nguyén cé thé c6 nhiéu
instance
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*S M hinh Single-Instance

o S0 dung wait-for graph (mét bién thé ctia RAG), trong
dé, cac node clia graph la cac process.
— Wait-for graph dugc dan xudt tirf RAG bang cach bod cac node

bi€u dién tai nguyén va ghép céac canh tuong ung.

— Pi > Pj < Pidang chd tai nguyén tu Pj

o M6t giai thuat dugc goi dinh ky (!) dé kiém tra c6 tén tai
chu ky (cycle) trong wait-for graph hay khéong? Giai thuat
phat hién chu ky cé do phc tap la O(n2), véin la sé
dinh clia graph.
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¢3 M6 hinh Multiple-Instance

a M6 hinh wait-for graph khéng ap dung dugc cho

trudng hgp mai loai tai nguyén cé nhiéu instance.

o Cac cau tric dir liéu dung trong gidi thuat phat
hién deadlock
— Available[m]: # instance san c6 cGa médi loai tai
nguyén
— Allocation[n,m]: # instance da cdp phat cho mébi
process

— Request[n,m]: yéu cau hién tai cla process. Request
[i,jl = k & Pidang yéu cau thém k instance cla Rj
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:. Detection Algorithm

1. Goi Work va Finish la vector kich thuéc m va n:
(a) Work := Available
(b) VGii=1,2, .., n,néu Allocation; # 0 = Finish[i] = false

nguagc lai = Finish[i] = true
2. Tim i théa man: N
Finish[i] = false va Request; < Work, o
A A e Bo phuc tap
Néu khdéng ton tai i, dén budc 4. clia gidi thuat
3. Work = Work + Allocation; s O(m.n2)

Finish[i] = true
quay vé budc 2. )
4. 3i,1< i < n: Finish[i] = false = hé théng dang & trang thai
deadlock. Hon thé niia, Finish[i] = false = P, bi deadlock.
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,B?__ Detection Algorithm — Vi du

o Co6 5 processes P, — P,
o 3loaitai nguyén A (7 instance), B (2 instance), C (6 instance).

Allocation Request Available
A B C ABC ABZC
P, 0 1 0 0 0O 0 0O
P, 2 00 2 0 2
P, 3 0 3 0 0O
P, 2 1 1 1 00
P 0 0 2 0 0 2

4

o Cap phat theo thi tu <Py, P,,

P,, P,, P,> sé co két qua
la Vi Finish[i] = true = hé thong khong bi deadlock.
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*% Detection Algorithm — Vi du (t.t)

o P, yéu cau thém mot instance clia C. Ma trdn Request

nhu sau:

Request

ABC
P, 000
P, 201
P, 001
P, 100
P, 002

o Trang thai clia hé thdng la gi?

— C6 thé thu héi tai nguyén dang s& hiiu b&i process P,nhung van
khong du dap (ing yéu cau cla cac process khac.

= Ton tai deadlock, bao gom cac processe P,, P,, P;, va P,.
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l'“?. Deadlock Recovery

0 Phuc hoi hé théng bi deadlock chl yéu la bé gay chu ky
wait-for clla cac process bi deadlock.
— HUay bo tat ca process bi deadlock .

— Hay bd Ian lugt tiing process va thu héi tai nguyén cho dén khi
khéng con deadlock.

o Dua trén cd s& nao dé hly process ?

— D6 uu tién cha process ?
Thai gian da thuyc thi clia process va thgi gian con lai ?
Loai tai nguyén ma process da s dung ?
Tai nguyén ma process can dé hoan tat cong viéc ?
S6 lugng processes can hly bd ?
Process la interactive process hay batch process?
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¢35 Thu hdi tai nguyén

o Doat tai nguyén ti mot process, cap phat cho
process khac cho dén khi khéng con deadlock
nda.

0 Céac van dé trong chién lugc thu hoi tai nguyén:
— Chon “nan nhan” — t6i thi€u chi phi (c6 thé dya trén

s0 tai nguyén sd hiiu, thai gian CPU da tiéu ton,...)

— Rollback — quay tr3 vé trang thai safe, bat dau céc
process tu trang thai d6. Gom c¢ total rollback va
check-point rollback

= Hé thdng can luu gitt mot s6 thong tin vé trang thai
cac process dang thuc thi

— Starvation — phai bao ddm khéng cé process sé luon
ludn bi doat tai nguyén moi khi deadlock xay ra
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% Phudng phap t6ng hop

o Phan hoach tai nguyén thanh cac nhém co6 phan cap
= dung phuang phéap linear ordering dé phong chéng
deadlock d&i v6i cac nhém. Trong mdi nhom, dung giai
thuat phu hgp nhat dé giai quyé&t deadlock.

a Mot sé vidu

— Swappable spaoe:vkhé'i bé nhé hoac thiét bi luu trii phu dung
lam bd nhd trao dbéi tam (swap memory)
= Hold-and-Wait Prevention + Avoidance
— Process resource: assignable device nhu tape drive, file,...
= Avoidance hodc Resource Ordering
— Main memory: memory page/segment
= Preemption
— Internal resource: PCB, I/O channel,..
= Resource Ordering
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