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* Overview of security techniques
* Cryptographic algorithms

* Digital signatures

* Cryptography pragmatics

e Case studies



security needs

1965-75 1975-89 1990-99 Current
Platforms  Multi-user Distributed systemsThe Internet, wide- The Internet + mobile
timesharing based on local area services devices
computers networks
Shared Memory, files Local services (e.g. Email, web sites,  Distributed objects,
resources NFS), local networkbnternet commerce mobile code
Security User identification #irdtection of servic&trong security for Access control for
requirements authentication commercial individual objects,
transactions secure mobile code

Security Single authority, Single authority, = Many authorities, Per-activity

management single authorizationdelegation, repli- no network-wide authorities, groups

environment database (e.g. /etc/ cated authorizationauthorities with shared
passwd) databases (e.g. NIS) responsibilities




rity mode

invocation

Acgess rights bject

[

Principal (user)

result

Network

]

Serve

Principal (server)
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Objects such as mailboxes, shared web pages, etc.
Introduces concept of a Principal - a user or a process with authority (rights)



Threats and forms of attack

* Eavesdropping

e obtaining private or secret information

* Masquerading
e assuming the identity of another user/principal

* Message tampering

o altering the content of messages in transit
« man in the middle attack (tampers with the secure channel mechanism)

* Replaying
 storing secure messages and sending them at a later date

* Denial of service
e flooding a channel or other resource, denying access to others



rity notation

Alice
Bob
Carol
Dave
Eve

Mallory Malicious attacker

First participant
Second participant
Participant in three- and four-party protgcols
Participant in four-party protocols
Eavesdropper

Sara  Aserver

K, Alice’s secret key

Ky Bob’s secret key

K,z Secret key shared between Alice and Bob

K4, Alice’s private key (known only to Alice)

Kupp  Alice’s public key (published by Alice for all to rea
{M},,  MessageMencrypted with kek

[K

MessageMsigned with keK

d)
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s€ret communication witt
shared secret key

Alice and Bob share a secret key K, .

1. Alice uses K,zand an agreed encryption function E(K,z, M)

to encrypt and send any number of messages {M.}x 4z to
Bob.

2. Bob reads the encrypted messages using the corresponding
decryption function D(K,z, M).

Alice and Bob can go on using K,; as long as it is safe to assume that K, has
not been compromised.

Issues:

Key distribution: How can Alice send a shared key K, ; to Bob securely?

Freshness of communication: How does Bob know that any {M,} isn’t a copy of

an earlier encrypted message from Alice that was captured by Mallory and
replayed later?
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Popup: Bullet points


‘\1

AUTETTE ntfcate COIT
d Server

Bob is a file server; Sara is an authentication service. Sara shares
secret key K, with Alice and secret key K; with Bob.

- 1. Alice sends an (unencrypted) message to Sara stating her identity
and requesting a ticket for access to Bob.

2. Sarasends a response to Alice. {{Ticket}kg, Kiglx,. It is encrypted
o] in K, and consists of a ticket (to be sent to Bob with each request
for file access) encrypted in K and a new secret key K ,p.

3. Alice uses K, to decrypt the response.
Alice sends Bob a request R to access a file: {Ticket}xg, Alice, R.

5. The ticket is actually {K,g, Alice}xg. Bob uses K to decrypt it,
checks that Alice's name matches and then uses K, to encrypt
responses to Alice.
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Popup 1 defines ticket
Popup 2 bullet points


enticated com n with
public keys

Bob has a public/private key pair <Ky, Kg,/i,>

1. Alice obtains a certificate that was signed by a trusted
authority stating Bob's public key Ky, ,

2. Alice creates a new shared key K, , encrypts it using Ky,
using a public-key algorithm and sends the result to Bob.

3. Bob uses the corresponding private key K;_ . to decrypt it.

Bpriv
(If they want to be sure that the message hasn't been tanl':pered with, Alice
can add an agreed value to it and Bob can check it.)

* Mallory might intercept Alice’s initial request to a key
distribution service for Bob’s public-key certificate and
send a response containing his own public key. He can
then intercept all the subsequent messages.
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ital signatures wi

dlgest function

Alice wants to publish a document M in such a way that anyone

can verify that it is from her.

Alice computes a fixed-length digest of the document
Digest(M).

Alice encrypts the digest in her private key, appends it to M
and makes the resulting signed document (M,
{Digest(M)}k i) available to the intended users.

Bob obtains the signed document, extracts M and
computes Digest(M).

Bob uses Alice's public key to decrypt {Digest(M) k., and
compares it with his computed digest. If they match,
Alice's signature is verified.
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Popup 2 bullet points


ertificates

Alice’s bank account certificate

1. Certificate type Account number

1. Certificate type Public key
2. Name Bob’s Bank
3. Public key Kppup

4. Certifying authority  Fred - The Bankers Federation
5. Signature {Digest(field 2 + field 3},

priv
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Popup shows Alice's bank account certificate


ryptographic Algorithms
Message M, key K, published encryption functions E, D

* Symmetric (secret key)
E(K, M) = {M}, D(K, E(K, M)) =M
Same key for E and D

M must be hard (infeasible) to compute if K is not known.

Usual form of attack is brute-force: trf%/ all possible key values for a known pair
M, {M}g. Resisted by making K sufficiently large ~ 128 bits

* Asymmetric (public key)
Separate encryption and decryption keys: K, K4
D(K,. E(K, M)) =M

depends on the use of a trap-door ]function to make the keys. E has high
computational cost. Very large keys > 512 bits

® Hybrid pI‘OtOCOlS - used in SSL (now called TLS)

Uses asymmetric crypto to transmit the symmetric key that is then used to
encrypt a session.


Presenter
Presentation Notes
Popup bullet points defining symmetric and asymmetric algorithms


Symmetric encryption algorithms

These are all programs that perform confusion and diffusion operations on blocks
of binary data

TEA: a simple but effective algorithm developed at Cambridge U (1994) for
teaching and explanation. 128-bit key, 700 kbytes/sec

DES: The US Data Encryption Standard (1977). No longer strong in its original
form. 56-bit key, 350 kbytes/sec.

Triple-DES: applies DES three times with two different keys. 112-bit key, 120
Kbytes/sec

IDEA: International Data Encryption Algorithm (1990). Resembles TEA. 128-bit
key, 700 kbytes/sec

AES: A proposed US Advanced Encryption Standard (1997). 128/256-bit key.

There are many other effective algorithms. See Schneier [1996].

The above speeds are for a Pentium II processor at 330 MHZ. Today's PC's (January 2002)
should achieve a 5 x speedup.



Asymmetric encryption algorithms

RSA: The first practical algorithm (Rivest, Shamir and Adelman 1978)
and still the most frequently used. Key length is variable, 512-2048 bits.
Speed 1-7 kbytes/sec. (350 MHz PII processor)

Elliptic curve: A recently-developed method, shorter keys and faster.

Asymmetric algorithms are ~1000 x slower and are therefore not practical
for bulk encryption, but their other properties make them ideal for key
distribution and for authentication uses.


Presenter
Presentation Notes
A trapdoor provides a secret way into a room. If you're inside, the way out is obvious, if you're outside, you need to know a secret to get in.


Digital signatures

Requirement:

e To authenticate stored document files as well as messages

e To protect against forgery
e To prevent the signer from repudiating a signed document (denying their
responsibility)

Encryption of a document in a secret key constitutes a
signature
- impossible for others to perform without knowledge of the key
- strong authentication of document
- strong protection against forgery
- weak against repudiation (signer could claim key was compromised)



ecure digest functions

- Encrypted text of document makes an impractically long
signature
- so we encrypt a secure digest instead

- A secure digest function computes a fixed-length hash H(M) that
characterizes the document M

- H(M) should be:

- fast to compute
- hard to invert - hard to compute M given H(M)
- hard to defeat in any variant of the Birthday Attack
- MDs5: Developed by Rivest (1992). Computes a 128-bit digest. Speed 1740
kbytes/sec.

* SHA: (1995) based on Rivest's MD4 but made more secure by producing a
160-bit digest, speed 750 kbytes/second

* Any symmetric encryption algorithm can be used in CBC (cipher
block chaining) mode. The last block in the chain is H(M)



P

Digital S|gnatures with public keys
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shared secret key

Signing

Signer and verifier
share a secret key
K

Verifying

<

N

H(M+K)

MAC: Message Authentication Code
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Case studies

* Needham - Schroeder protocol
* Kerberos protocol
» Secure Socket Layer (SSL) protocol
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Needham - Schroeder protocol

In early distributed systems (1974-1984) it was difficult to
protect the servers

e E.g. against masquerading attacks on a file server

e Because there was no mechanism for authenticating the
origins of requests

e Public-key cryptography was not yet available or practical
Needham and Schroeder therefore developed an

authentication and key-distribution protocol for use in a
local network

* An early example of the care required to design a safe security
protocol

 Introduced several design ideas including the use of nonces.

20



The Needham—-Schroeder secret-key authentication protocol

Header

Message

Notes

1. A->S:

4. B->A:

5. A->B:

A B N,

{Np}kap

{Ng - 1}kap

A requests S to supply a key for communication
with B,

nse

B decrypts the ticket and uses the new key K, to
encrypt another nonce N,

A demonstrates to B that it was the sender of the
previous message by returning an agreed
transformation of Ny,

21



<etberos authenticatio

and key distribution service

* Secures communication with servers on a local network

e Developed at MIT in the 1980s to provide security across
a large campus network > 5000 users

e Based on Needham - Schroeder protocol
* Standardized and now included in many operating systems
e Internet RFC 1510
e BSD UNIX, Linux, Windows 2000, NT, XP, etc.
e Available from MIT

» Kerberos server creates a shared secret key for any required
server and sends it (encrypted) to the user's computer

» User's password is the initial secret shared with Kerberos

22
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architectufe o

—

[—

0S

Kerberos Key Distribution Centre

TGS: Ticket-
granting
service Auéhentt)ication
atabase .

Step A Authen- T'Ckft'

tication granting
1. Request for service service T

TGS ticket

2. TGS
ticket

Step B
3. Request for
server ticke

4. Server tic

Login
session setu

5. Service
/ request

Server
session setup

Request encrypted with session kSy

Reply encrypted with session ke

Client Server
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Needham - Schroeder
protocol

1. A->S: A, B, N,

2.S->A: {N,, B K,;
{Kap Alkplka

3. A->B:{Kp Alxp

4. B->A:{Ng}xap

5. A->B: {Np - 1}kap

Step A once per login session

Step B once per server session



vances and Weakness

* Advances
e Secures communication
e Single sign on
e Mutual authentication

e Don't send clear user’s password on a insecure network

* Weakness
e KDC

e User’s experiences

24



"‘{h‘e?cure Socket Layer (SSL)

* Key distribution and secure channels for internet
commerce

e Hybrid protocol; depends on public-key cryptography
e Originally developed by Netscape Corporation (1994)

e Extended and adopted as an Internet standard with the name
Transport Level Security (TLS)

e Provides the security in all web servers and browsers and in
secure versions of Telnet, FTP and other network applications

* Design requirements

e Secure communication without prior negotation or help from
3rd parties

 Free choice of crypto algorithms by client and server

e Communication in each direction can be authenticated,
encrypted or both

2



SSL protocol stack

changes the
secure channel
to a new spec

negotiates cipher ssL /
suite, exchanges
o SSL Change SSL Alert
certificates and Handshake J coe

Cipher Spec Protocol

key masters protocol

implements the —

secure channel SSL Record Protocol

SSL protocols: Other protocols: .

26



5SL handshake protocol

Establish protocol version, session ID,

ClientHello ; : :
e —b cipher suite, compression method,
L ServerHello exchange random start values
[ \

[ \

Cipher suite
Component Description Example
Key exchange the method to be used for  RSA with public-key
method exchange of a session key  certificates
Cipher for data the block or stream cipher to bBBEA
transfer used for data
Message digest for creating message SHA
function authentication codes (MACs)

S Finished \/ to generate:

S v 2 session keys 2 MAC keys
KAB MAB

KBA IleA
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publc key client =8

Client

private key client

=D o= )

—0e- @ @

OO - )

0 O @ DL )

Server

) geEnerate random nurber | RMg |

civent_hels fonegta information, | RN | |

generate avndone nurmber m (:

server_hello (crypto information, GECE )

server cerhifficate

cevmang oent Fevrificale

) check server certificate

cifenl cevnificmbs

check chent certificate

cifernd cartifikane fancrypied wilfh Private Ky Ciient)

check encrypted cient certificabe C

D generate random number pre-master-secret (Rl
s m encrypted with public bey server

-

) calculate Master-Secret mit (EEIGTH wN: | C

change to ancrpted conmection with as key

end 551 handshake

change to encrpted connection with (L NEN  as key

and 551 handshake

public key server

private key Server

Phase 1

Phase 2

Phase 3

> Phase 4




Application data

SSL record protocol

abcdefghi

Fragment/combin‘e/l\

Record protocol units

Compress

Compressed units

Hash
MAC

Encrypt
Encrypted

Transmit

TCP packet
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Summary

* It is essential to protect the resources, communication
channels and interfaces of distributed systems and
applications against attacks.

* This is achieved by the use of access control mechanisms
and secure channels.

* Public-key and secret-key cryptography provide the basis
for authentication and for secure communication.

* Kerberos and SSL are widely-used system components that
support secure and authenticated communication.

30
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Questions & Answer!!!
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