Lap trinh IPC va thread

B6 mon Hé thong va Mang may tinh
Khoa Khoa hoc va k¥ thuat may tinh
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Gioi thieu ve IPC
Muc t1éu cua [PC
e IPC: Inter-Process Communication
e Cho phép phoi hop hoat dong giita cac qua trinh trong hé
thong
o Giai quyét dung do trén ving tranh chap
e Truyén thong diép tir qud trinh ndy dén cac qua trinh khac

e Chia s¢ thong tin gifra cac qua trinh v&1 nhau
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* Giao tiép va déng bo

L Communication Synchronization
=Truyén dit liéu =Giai quyét tranh chap
=Chia sé thong tin *DPam bao thu tu xur ly
=Cac co ché: =Cac co ché:

> Pipe »Lock file
»Signal » Semaphore
»Message queue »Mutex (pthread)
»Shared memory

» Socket

»RPC/RMI
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/X/

/ Lap trinh tren Linux

e Lap trinh IPC
e Dung pipe
e Dung semaphore
e Lap trinh thread bang pthread
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Giao tiep thong qua PIPE

» La kénh truyén dir liéu giira cac process vdi nhau theo
dang FIFO

@\ D) x # /’

9
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Cac tac vu tren pipe

Write:
#include <unistd.h>
ssize t write(int fd, const void *buf, size_t count)

Read:
#include <unistd.h>
ssize tread(int fd, const void *buf, size_t count)

Khoa KH&KTMT - DPai hoc Bach Khoa Tp. HCM 8



Hai loal pipe

Unnamed pipe

e c0 y nghia cuc bd

e chi danh cho céc process co quan hé bo con véi nhau
Named pipe (con goi 1a FIFO)

e ¢0 y nghia toan cuc

e c0O the€ st dung cho cac process khong lién quan bd con
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Unnamed pipe

Tao unnamed pipe:
#include <unistd.h>
Int pipe(int filedes|[2));
Két qua
e Thanh cong, két qua thuc thi ham pipe() 14 0, co hai file
descriptor tuong g s& duoc tra vé trong filedes[0],
filedes|[1]
o That bai: ham pipe() tra vé -1, ma 16i trong bién ngoai
errno
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.
Unnamed pipe (2)

filedes[1] ----- > filedes|O] :
filedes|O] filedes[1]

Duplex

e Linux: unidirectional/half-duplex, i.e. filedes[0] chi duoc
dung dé doc con filedes[1] chi dugc dung dé ghi dit liéu

o Solaris: full-duplex, i.e. néu ghi vao filedes[0], thi filedes[1]
dugc dung dé doc va nguoc lai
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#include <stdio.h>
#include <stdlib.h>
#i <unistd.h>

y #include <string.h>
int main() {

int fp[2];

char s1[BUFSIZ], s2[BUFSIZ];

pipe(fp);
if (fork()==0) {
printf("\ninput: );

[* Child Write */

fgets(s1,BUFSIZ,stdin);

sl[strlen(s1)]=0;
close(fp[0]);

write(fp[1],s1,strlen(s1)+1);

} else {
close(fp[1]);

/* Parent Read */

read(fp[0],s2,BUFSIZ);
printf("\nFrom pipe> %s\n", s2);

}

return O;

Dich, thwe thi

$gcc unpipe.c -0 unpipe
$./unpipe

Input: | Love Penguin
From pipe> | Love Penguin
$
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e
Dung pipe dé tai dinh hwéng

Pipe c6 thé duoc dung dé két ndi cac 1énh véi nhau (do chuong

trinh shell thuc hién)
e Vidu: $ps-ef|grepall | sort
$ Is | more

Doi voi chuong trinh ngu:0’1 dung, co thé dung mot trong hai
system call sau két hop véi pipe déthuc hién:

* dup()
* dup2()

ps -ef grep $SUSER

cmdl —>(D—>cmd2 ——>®——> . cmdN
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#include <unistd.h>

int dup(int oldfd);
stdin 0 stdin
dup(1)
stdout A e A A A » stdout
stderr 2 stderr
available ——> 3
4 available ——>

~AlwWIN]IF-]O
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#include <unistd.h>
int dup2(int oldfd, int newfd);

stdin stdin
dup2(1,4)

Siyleitien 0 S R » stdout

stderr stderr

available ——

AJlwWIN]|IF-]|O

N
L 7

available ——>
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#include <unistd.h>
Int main() { /Il ps -ef | sort | grep
Int pipel[2], pipe2[2];
pipe(pipel);
If (fork()) { /* Parent */
pipe(pipe2);
If(fork()) { /* Parent */
close(0); // Close standard input
dup(pipe2[0)); // standard input -> Read Pipe2
close(pipel[0]);

close(pipel[l]);

close(pipe2[0]);

close(pipe2[1]);
execl("/bin/grep", "grep", NULL);

SN’ N’ N’
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else { [* Child 2 */

close(0); I/ Close standard input
dup(pipel[0]); // standard input -> Read Pipel
close(1); /Il Close standard output

dup(pipe2[l]); // standard output -> Write Pipe2
close(pipel[0]); close(pipelll));
close(pipe2[0]); close(pipe2[1]);
execl("/bin/sort", "sort", NULL);
}
}else { /* Child 1 */
close(1); // Close standard output
dup(pipel[l]); // standard output -> Write Pipel
close(pipel[0]); close(pipel[l]);
execl("/bin/ps", "ps", "-ef", NULL);
}
exit(0);
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Named pipe

Tuwong tu nhu unnamed pipe
Mot so tinh ning can chu y:

e Pugc ghi nhan trén file system (directory entry, file
permission)

o C6 thé dung voéi cac process khong co quan hé bo con
o C6 thé tao ra tir dau nhac 1énh shell (bang 1énh mknod)

Khoa KH&KTMT - DPai hoc Bach Khoa Tp. HCM

18



Tao named pipe - mknod|()

System call
#include <sys/types.h>
#include <sys/stat.h>
Int mknod(const char *path, mode t mode, dev_t dev);,
Trong do
e path: duong dan dén pipe (trén file system)
« mode: quyén truy cap trén file = S_IFIFO két hop véi tri khac
e dev:dung giatri O
C/C++ library call
#include <sys/types.h>
#include <sys/stat.h>
Int mkfifo(const char *pathname, mode t mode);
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#include <stdlib.h>
#include <stdio.h> Dich va thue thi
#include <sys/types.h>
#include <sys/stat.h>
#include <sys/errno.h>
extern int errno;

$gcc fifo.c -o fifo

$./fifo

Parent writes to FIFO1: Testl
Child reads from FIFO1: Testl
#define FIFO1 "/tmp/fifo.1" Child feedbacks on FIFO2: Test2

#define FIFO2 "/tmp/fifo.2" Feedback data from FIFO2: Test2
#define PERMS 0666

Int main(){
char s1[BUFSIZ], s2[BUFSIZ];
Int childpid, readfd, writefd,;
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If ((mknod(FIFO1, S_IFIFO | PERMS, 0)<0) &&
(errno!=EEXIST)) {

printf("can't create fifol: %s", FIFO1);
exit(1);
}

If ((mknod(FIFO2, S_IFIFO | PERMS, 0)<0) &&
(errno!=EEXIST)) {

unlink(FIFO1);
printf("can't create fifo2: %s", FIFO2);
exit(1);
}
If ((childpid=fork())<0) {
printf("can't fork");
exit(1);
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else if (childpid>0) { /* parent */

If ((writefd=open(FIFO1,1))<0)

perror("parent: can't open writefifo");
If ((readfd=open(FIFO2,0))<0)

perror("parent: can't open readfifo");
printf("\nParent writes to FIFO1: ");
gets(sl);
sl[strlen(s1)]=0;
write(writefd,s1,strlen(s1)+1);
read(readfd,s2,BUFSIZ);
printf("\nFeedback data from FIFO2: %s\n",s2);
while (wait((int*)0)!=childpid); /*wait for child finish*/
close(readfd);
close(writefd);
If (unlink(FIFO1)<0) perror("Can't unlink FIFO1");
If (unlink(FIFO2)<0) perror("Can't unlink FIFO2");
exit(0);
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else { /* child */

If ((readfd=open(FIFO1,0))<0)
perror(“child: can't open readfifo");

If ((writefd=open(FIFO2,1))<0)
perror(“child: can't open writefifo");

read(readfd,s2,BUFSIZ);

printf("\nChild read from FIFO1: %s\n",s2);

printf("\nInput string from child to feedback: ");

gets(sl);

sl[strlen(s1)]=0;

write(writefd,s1,strlen(s1)+1);

close(readfd);

close(writefd);

exit(0);
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| SystemV IPC

» Gom: message queue, shared memory, semaphore
* C6 mot s6 thude tinh chung nhu
o Ngudi tao, ngudi sd hitu (owner), quyén truy cap (perms)
* C0 thé theo doi trang thai cac IPC bﬁng 1é€nh IpcCSs
$ipcs
------ Shared Memory Segments --------

key shmid owner perms bytes nattch status
0x00000000 65536 root 644 110592 11 dest

------ Semaphore Arrays --------
key semid owner perms nsems

------ Message Queues --------
 key msqid owner perms used-bytes messages
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e

Semaphore

Pong bd cac process theo giai thuat cua semaphore
Bi1én semaphore

e 30 nguyén, truy cap qua cac ham do hé diéu hanh cung cap:

P (wait), V (signal)
DPam bao loai trir tuong ho

Trong UNIX System V, semaphore dugc dung theo set —
danh sach cac semaphore.
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P
Lenh IPC trong Linux

Theo d&i trang thai cac IPC (g0m message queue,
semaphore, shared memory)
e ipcs hoac Ipcs -a
Theo ddi trang thai cac semaphore ctia hé thong
* IpCSs -S
Loai bé mot semaphore (phai di quyén han)
* ipcrm sem semid hoac ipcrm -s semid
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~ Céc thao tac chu yéu trén doi

twong IPC

* semget()
* semop()
* semctl()
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/ ———

Ham semget()

#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/sem.h>

Int semget(key _t key, int nsems, int semflg);
> key: gia tri key cho IPC object, néu key=IPC_PRIVATE thi
semaphore tao ra chi dugc st dung trong nd1 bo process.

> nsems: sO luong semaphore trong semaphore set, thong thuong chi
can dung 1 semaphore.

> semflag IPC_CREAT, IPC_EXCL va c0 thé OR véi gia trj 4n dinh
quyen truy cap (tuong tu quyen han trén mot file).

Vidu
ssetl=semget(IPC_PRIVATE,1,IPC_CREAT|IPC_EXCL|0600);
sset2=semget(12345,1,IPC_CREAT|IPC_EXCL|0666);
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=
Tao key cho IPC object

#include <sys/types.h>
#include <sys/ipc.h>
keyt t key;

char *path;

Int id=123;

key=ftok(path,id);
= céac process khac nhau chi can cung cap path va id giong

nhau 1 c6 thé tao dung key truy cap dén cung mot IPC object.
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e

Ham semop()

#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/sem.h>

Int semop(int semid, struct sembuf *sops, size_t nsops);

e semid: semaphore set ID do ham semget() trave

o sops: 14 danh sach gom nsops cau trac sembuf dinh ra cac
thao tac cho tung semaphore trong tap semaphore.

e nsops: sO semaphores trong semaphore can thao tac

Khoa KH&KTMT - DPai hoc Bach Khoa Tp. HCM
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Cau truc sembuf

struct sembuf {
ushort sem_num,; [*semaphore thw #*/
short sem_op; /*operation*/
short sem flg; /*operation flags*/

> sem_num: chi s ctia semaphore trong semaphore set, chi so nay
bat dau tur 0
> sem_op: la s6 nguyén
» >0: tang gia tri Semaphore
» <0: giam gia tri semaphore
> sem_flg:
> IPC_NOWAIT: non-blocking mode
> SEM_UNDQO: undo operation
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Hanh vi cua ham semop()

semop<0

e semval >abs(semop)
semval=semval-abs(semop)

e semval >abs(semop) & SEM_UNDO
semval-=abs(semop) AND semadj+=abs(semop)

e semval<abs(semop)
block until semval >abs(semop)

e semval<abs(semop) & IPC_NOWAIT
return -1, errno=EAGAIN

semop>0
e semval+=semop

e SEM UNDO
« semval+=semop AND semadj-=semop
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Ham semctl()

#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/sem.h>

Int semctl(int semid,int semnum,int cmd);
Int semctl(int semid,int semnum,int cmd,union semun arg);

union semun{
Int val;
struct semid_ds *buf;
ushort *array;

%
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/ e ey
Ham semctl() - tham so cmd

Cac thao tac thong thuong
o IPC_SET : thiét 1ap quyén truy cép
o IPC_STAT: lay thdng tin thudc tinh
e IPC_RMID: xoa semaphore set
Céc thao tac trén tirng semaphore riéng 1é
o GETVAL: lay thong tin thudc tinh
o SETVAL: thay d6i thudc tinh
e GETPID: léy PID cuia process vira truy cap semaphore
o GETNCNT: lay s6 process dang doi semval ting 1én
o GETZCNT: lay s0 process dang doi semval vé 0
Céc thao tac trén toan semaphore set
o SETALL: thay d6i thudc tinh
e GETALL: lay thdng tin thudc tinh
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e —— e
Vi du

Hién thuc 4 ham co ban cua semaphore
e seminit: tao binary semaphore
e p (walt)
e v (signal)
e semrel: xoa semaphore
Viét chuong trinh giai quyét tranh chap dung semaphore
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#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/sem.h>
#include <errno.h>
#include <unistd.h>

union {
Int val;
struct semid_ds *buf;
ushort *array;
} carg;
Int seminit() {
Int i, semid,
If (semid=semget(IPC_PRIVATE,1,0666|IPC_EXCL)==-1)
return(-1);
carg.val=1;
If (semctl(semid,0,SETVAL,carg)==-1) return(-1);
return semid,;
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void p(int sem){
struct sembuf pbuf;
pbuf.sem_num=0;
pbuf.sem_op=-1; /* giam gia tri semaphore */
pbuf.sem_flg=SEM_UNDO,;
If (semop(sem,&pbuf,1)==-1) {
perror("semop"); exit(1);

}

void v(int sem){
struct sembuf vbuf;
vbuf.sem_num=0;
vbuf.sem_op=1;
vbuf.sem_flg=SEM_UNDO,;
If (semop(sem,&vbuf,1)==-1){
perror('semop"”); exit(1);

} Khoa KH&KTMT - Dai hoc Bach Khoa Tp. HCM
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Int semrel(int semid){
return semctl(semid,0,IPC_RMID,0);
}
void func(int sem) {
while(1) {

p(sem); [* enter section */
printf("%d Do something in CS\n",getpid());
sleep(5);
v(sem); [* exit section */
printf("%d Out of CS\n",getpid());
sleep(l);

}
}

void main() {
Int sem=seminit();;
If (fork()==0) func(sem);
else func(sem);

semrel(sem);
Khoa KH&KTMT - Dai hoc Bach Khoa Tp. HCM
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Gii thiéu ve thread
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" Gii thiéu vé thread

CODE

CODE

DATA

DATA

STACK

STACK
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Cac chuan vé thread

POSIX (Portable Operating System Interface) thread hay
con go1 la IEEE 1003.1, 1003.1c

e pho bién trong cac hé thong *NIX hién tai

e dac ta cac giao dién lap trinh API va thu vién user-level
thread

Sun Thread
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/ Lap trinh tren Linux

e Lap trinh IPC
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» Lap trinh thread
e Co ban vé lap trinh POSIX pthread
e Giai quyét tranh chap trén POSIX thread
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Khoi tao thread méi

time et s he e abe
T e e g e ab el

phhEtcags by ooy
e e It e e

Vol e s sy e e e g g
vold *argl)e

Keét qua tra ve

e 0:  Thanh cong, tao thread mai, tham so thread chira
thread ID

e <>0: That bai (ma 16i tra vé chira trong bién ngoai errno)
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/ SR e SN
Lap trinh POSIX thread

Luu ¥ vé tham so thir 3 start_routine
* nén c6 kiéu tra vé 1a con tro kiéu void, néu khong thi phai cé
type casting khi goi pthread create().

e nén c6 mot tham sd kiéu con tro void. Tham sb ctia ham
start_routine sé duoc truyén vao thong qua tham so6 thir 4
cua ham pthread_create().

Luu y vé tham so tha 4 arg
o 1a tham so truyén vao cho ham start_routine

e néu can truyén nhiéu hon 1 tham so6 thi nén dinh nghia arg
la kiéu cau truc struct
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e
Lap trinh POSIX thread

Thread két thiic thuc thi khi
e hdm start routine két thic
e €O 101 goi ham pthread exit () tudng minh.
e thread bi ngét bo1 101 go1 ham pthread cancel ()
e process chinh két thuc
e mot trong cac thread goi system call exec ()
Loi goi ham két thiic thread twong minh

wonidl peaee o d eonEvon e eeng |
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Vi du

#include <pthread.h>
tinclude <stdio h>
volLdE¥ T unc vordryarg)
{
e
Foribl =g adien gt
prinbE R s e S i
rOintsyarg))
sleep (1) ;
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Vi du (tt)

T e e ee s e e
sisghe i
pthread t tidf>1;
e B S
pthiread efedre toraa b o NEINE - Pune
o
}
sleep (5);

e e e s SN A
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/4////¢7//

Vi du (tt)

Bién dich va thuc thi

Sgee i pihoregfar e sinrhaya e i aiiiragd

S./pthcreate
Thiswrsithread =120 8866 3606
This 1s thread -1219376224

This
This
Thas
This

g
S
e

e

Ehre e s e ol
thread -1208886368
thireadiiedoe s ip ol v
thread = 1223866060
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" Cac ham lap trinh khac

* PTHREAD JOIN
tinclude <pthread h>
nt pthread Jornipthread © thy

veild *rthread reflrn);

— 1 — T1
pthread_create() pthread_join(T3) o

d pthread_exit(status)

T5
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‘u',
I du
time et s he e abe
tinclude <stdio h>
wordT Punc tvords arg)
{
T
For bl e O i
PNt N Thts s thread =dan’
il e
sleep(l);
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e

Vi du (tt)

5 S NG ecie B i b o el

sisghe i

pthread t tidf>1;

e B S
pthiread eredre toraadb o N S hue

(void*) &tidf[i]) ;

pthireach sovn e e f N T s

}

i e Wi e w R
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Vi du (tt)

Bién dich va thuc thi

Sec PR eTn e o pE o R EntE hyeand

S i
This is thread -1208710240
HESes et S el eSS

This
This
Thas
This

g
S
e

e

R S
thread -1208710240
thread =120 710240
thread =1208 7107240
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Truyéen div liéu cho thread

time et s he e abe
tinclude <stdio.h>

struct char print parms |
char charactcrs

int count;

Yes

Khoa KH&KTMT - DPai hoc Bach Khoa Tp. HCM
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Truyen dir lieu cho thread (2)
wiardtehar spra it dvesndb g rgs )

S e e

(struct char print parms~) args;
il gl
ErSRE v b AR e Te bR ANy
priaEfRi Ve eNp! S p e eharagetrer )
return NULL;
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Truyén div liéu cho thread (3)

shahE it
P R
struct char prant parms th argsy;
thearags eharacten Xy
th args.count ~ 57

e e e e
&th args);
pthread join (tid, NULL) ;

e e e s SN A
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Truyén dir liéu cho thread (4)

* Bién dich va thuc thi
Sgee T charpr TRt e saehin v e ge e o
S i
X

XXX X
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Lap trinh tren Linux

e [ap trinh IPC
e Dung pipe
e Dung semaphore
* Lap trinh thread
e Co ban vé lap trinh POSIX pthread

e Giai quyét tranh chap trén POSIX thread
« MUTEX
« Conditional variable
« POSIX semaphore

Khoa KH&KTMT - DPai hoc Bach Khoa Tp. HCM 59



P

Questions???



