Chuadng 10: Hé thong file

10.A
= Giao dién hé thong file
. Céac yéu cau cula uing dung
- File
« Thumuc
- File system mounting
« Chia sé & bao vé



Luu tr& thdng tin cho Ung dung

= Cac yéu cau cla Ung dung
« Persistence
. Speed
. Size
« Sharing/protection
- Ease of use



Luu tr& thdng tin cho Ung dung

Pudc hod trg bdi

= Phan cling
- . cac thiét bj luu trli bén viing (non-volatile memory)
- : cung cap kha nang truy cap ngau nhién, nang cao téc do
dia (5400 —> 7200 — 10K — 15K rpm)
. : dung lugng I6Gn, 20M — 700M — 40G — 200G — 1T byte



Luu trli thong tin cua Gng dung

=« Hé diéu hanh
. : luu tri du thua, back-up phuc vu cho recovery
» Vidu: RAID (Redundant Array of Independent Disks)

» Gan tén cho mot chudi cac khai di liéu — file

» H6 trg quan ly céc file —» thu muc

» User khdng can quan tam dén céac chi ti€t hardware (giao tiép
vGi disk controller theo IDE, SCSI,..)

- : cho phép thiét 1ap cac quyén truy cap file/thu

muc



file

N
abstraction ™

file

/I .,-':I ,."II
~ /




binh nghia file

« File la mot chubi cac byte
. dudgc dat tén,
« persistent,
« cac tac vu lén mot file gom it nhat la
» read
» Write



Bbinh nghia file

= “The file, an abstraction in operating systems, is a
sequence of bytes with a name. Users are allowed to do
only two things with a file: read and write. Read means to
copy the file’s bytes into the user’s workspace. Write
means to replace the contents of the file with a new
sequence of bytes from the user’s workspace.” [Denning]




Cac loai file

= Cac loaifile
- reqgular file
» directory
- special device file (trong UNIX):
» Almost every device has a special device file associated with
it
» Character special file, block special file,.. cho phép ung dung
tuong tac véi mot device driver



Cac kiéu file

= Céach phan biét kiéu file
» extension
« Mmagic number



Cac kiéu file théng dung

file type usual extension function
executable exe, com, bin ready-to-run machine-
or none language program
object obj, o compiled, machine

language, not linked

source code

€ CC, ava pas.
asm, a

source code in various
languages

batch bat, sh commands to the command
interpreter

text txt, doc textual data, documents

word processor| wp, tex, rif, various word-processor

doc formats

library lib, a, so, dll libraries of routines for
programmers

print or view ps, pdf, jpg ASCI| or binary file in a
format for printing or
viewing

archive arc, zip, tar related files grouped into
one file, sometimes com-
pressed, for archiving
or storage

multimedia mpeg, mov, rm, | binary file containing

mp3, avi

audio or A/V information
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binh dang file (1)

= Ung dung cé thé luu va dién dich di liéu trong file theo
dinh dang riéng
- MS Word
« Adobe Acrobat
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Binh dang file (2)

= Viduy trong UNIX

Magic number

Text size

Data size

BSS size

Symbol table size

Entry point

'« Header

Flags

¢

A Text 2

T (C

Data e

D)
¢

Relocation ~
bits |

5T
C

T(

Symbol ~
~ table i

D )
¢

Executable file

/ Module
name
Header
Date
Object Owner
module
Protection
Size
Header
Object
module
Header
Object
module
Archive
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Cau truc file

= Cdau truc file: m6 hinh file dé ngudi dung lap trinh
« Khéng c6 cdu tric: mét chubi byte (Unix, DOS, Windows), Hinh a
- Cau truc record
» Fixed length, Hinh b

» Variable length: hd trg tim nhanh chong moét record véi key cho truée
(IBM mainframe), Hinh c

1 Byte 1 Record
/ /

Ant Fox Pig

N

Cat Cowll Dog Goat || Lion || Owl Pony || Rat ||Worm

Hen |I Ibis "Lamb

(a) (b) (c)
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Cac cach truy cap file

= Dung cac tac vu thdng thudng (read, write) trén file,
» truy cap tuan tu (sequential access)
» truy xuat di liéu theo thi tu, ting byte hoac record
« truy cap bat ky (random access)
» truy xuat dif liéu, byte hoac record, tai vi tri bat ky
» truy cap dung khoa
» truy xuat mot record dua vao key clia no

= Memory-mapped file
. Gia su c6 cac system call map va umap (“unmap”)
. Goi map dé “chiéu” file vao khéng gian dia chi 4o clia qua trinh
. Dung cac tac vu truy xut bd nhd dé truy xuét file
« Goi umap khi xong
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Cac thuoc tinh cua file

Attribute Meaning
Protection Who can access the file and in what way
Password Password needed to access the file
Creator ID of the person who created the file
Owner Current owner
Read-only flag 0 for read/write; 1 for read only
Hidden flag 0 for normal; 1 for do not display in listings
System flag 0 for normal files; 1 for system file
Archive flag 0 for has been backed up; 1 for needs to be backed up

ASCll/binary flag

0 for ASCII file; 1 for binary file

Random access flag

0 for sequential access only; 1 for random access

Temporary flag

0 for normal; 1 for delete file on process exit

Lock flags 0 for unlocked; nonzero for locked
Record length Number of bytes in a record

Key position Offset of the key within each record
Key length Number of bytes in the key field

Creation time

Date and time the file was created

Time of last access

Date and time the file was last accessed

Time of last change

Date and time the file has last changed

Current size

Number of bytes in the file

Maximum size

Number of bytes the file may grow to
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Cac tac vu trén file

= Create

« Tao mot file maéi
= Write

« Thuc hién tac vu ghi dii liéu vao file tai vi tri con tré ghi
= Read

« Thuc hién tac vu doc dii liéu tu file tai vi tri con trd doc
= Reposition

« Thiét lap con tré doc/ghi dén vi tri do qua trinh chi dinh
= Delete

. Xoa file
= [runcate

- Gil lai tat ca cac thudc tinh cula file, ngoai tru kich thudc file dugc thiét

lap vé O

m Open

« Qua trinh phai mé file truéc khi s dung
= Close

» Qua trinh phai déng file sau khi st dung
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Thu muc

= Thu muc (directory, folder) la mot tien ich clia hé diéu
hanh dé ngudi dung dé dang t6 chtic cac file clia minh.
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Cac tac vu trén thu muc trong UNIX

= Create

« Tao mot directory mai
= Delete

. Xo6a mot directory tréng
= Opendir

« Qua trinh phai mé directory truéc khi doc né
= Closedir

» Qua trinh phai déng directory sau khi doc né
s Readdir

- Doc entry t6i cua directory
= Link

= Unlink
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Cac loai cau truc cua thu muc

= TU don gian dén phtc tap, tuy hé thong,
- Single-level directory
« Multi-level directory
» Tree-structured directory
« Acyclic-graph directory
- General graph directory
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Cac loai cau truc cla thu muc (1)

= Single-level directory
« Chi cé mot directory cho moi file trong hé thong
» CDC 6600, IBM MVS, PaimQOS

directory

Y 9IIvYY
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Céc loai cau truc cta thu muc (2)

= Caitién cau truc single-level directory
s MOt s6 muc tiéu

. Thuan tién cho user khi dat tén file, cac user khac nhau cé thé
dat tén file trung nhau

. File c6 thé c6 nhiéu hon mot tén

. Hb trg phan nhém (grouping): t6 chiic cac files cing dac diém
vao chung mot nhom

» Vi du nhém file ma ngudn ngon ngli C, nhém file MS Word,...
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Cac loai cau truc cla thu muc (3)

= Two-level directory
- ‘master file’ directory
- ‘user file’ directory

master file

directory e e USGM\
user file
directory test data test data

Lobbabidbdal
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Céc loai cau triuc cuia thu muc (4)

/

. bin [=— Root direct
= Tree-structured directory = oo R
lib
usr
= %
bin etc lib usr tmp
ast
jim
lib
ast lib jim
" —— [usr/jim
dict.

Mot cay thu muc trong UNIX
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Cac loai cau truc cla thu muc (5)

= Acyclic-graph directory

root dict

spell

/

list

all

w

count

—> [jst

—

N

count|words

list

l

rade

o

L
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Cac loai cau truc ctia thu muc (6)

= General-graph directory
. V&n dé: cycle c6 thé xudt hién
» DUng giai thuat ki€m tra chu trinh méi khi tao file?

root avi

fc

text

mail

count| book

¢

0

5

fim
book | mail \unhex| hyp
avi |count unhex| hex

o
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binh vi file trong cay/rung thu muc

= DUng dudng dan (path name) dén moét file dé dac ta vi tri
cua file trong cay hay ruing directory

o Vidu
» UNIX, Linux /usr/ast/mailbox
» DOS, Windows \usr\ast\mailbox

= Dudng dan tuyét doi
= Thu muc hién thai (current directory, working directory)
=« Pudng dan tucng doi
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Két noi file system vao hé thong

= Phai gdn (mount) thiét bi (partition,..) chia file system dé

Ging dung c6 thé truy cap file cta né

« Thu muc dé gan vao dé mét file system dudgc goi la mount point
= D& thuc hién I&nh gén

# mount /device/thedisk /mountpoint

hé diéu hanh phai thuc thi cac budc

. OS kiém tra xem file system c6 “hgp 1&” hay khéng

- Gan file system vao vi tri mountpoint
= Néu mount point cé chua file?

» Cac file chira trong thu muc mount point sé bi che cho dén khi
unmount file system.
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File system mounting (1)

file system trong
partition /dev/hda3

Prog

(b)

Cac file bi che khi file system trong partition /dev/hda3 dugc

mount v3i [énh mount /dev/hda3 /users
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File system mounting (2)

H5ETS

Sau khi mount, c6 thé truy cap céc file trong partition /dev/hda3
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Hard link va soft link

root ‘ dict | spell \

/

list

all

w

count

T

N

count|words

list

l

—»  [ist

rade

Lk

Trong UNIX

Hard link:

Soft link:

1n
1n

/dict/count

=S

/spell/count

/spell/words/list

/dict/all
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NFS

= Network File System (NFS) clia Sun la mot giai phap
cung cap dich vu file trong mang may tinh

« M6 hinh client-server, hién thuc véi RPC
- NFS client phai gan (mount) file system & xa truéc khi st dung

network

local file systems

mounts [~ ---:_ " | | __-i-=-"""
flle server workstations

From Feitelson
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NFS

= Mount
« Vidu

mount ditlab.hcmut.edu.vn:/oscourse /home/mydir

« TU cai nhin cGia tng dung, moi truy xuat dén file hay thu muc xay
ra nhu binh thudng, khong phan biét truy cap file/directory la cuc
bd hay & xa.

» H6 trg bdi VFS (Virtual File System)
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Vi du mount remote file system

NFS client

-
__—’

/home/mydir/VM

/

—————— oscourse

1O VM

/loscourse/VM

ditlab.hcmut.edu.vn

NFS server
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VFS phan biét truy xuat cuc bo hay & xa

= N&u file 3 xa, VFS kich hoat NFS client dé n6 xu ly tiép

———————————————————————————————————————————————

local JJ processes

sys calls for files

%

vhode operations (VFS)

—

sys calls for files

i

vnode operations (VFS)

i -

local

local
NFS file system

file system . NFS
client

server

network

From Feitelson
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Bao vé (protection)

= Hé diéu hanh phai hé trg chl nhan cua file trong viéc
kiém soat truy cap file
. Cac tac vu co thé thyc hién trén file?
« Nhiing ai dugc quyén thuc hién thao tac trén file?
= Céac quyén truy cap file
- Read
« Write
- Execute, Append, Delete,..
= Cach tiép can thong thudng
- Moi file c6 mot Access Control List (ACL), gdm céc cap (user,
rights)
» Windows NT/2K/XP, Linux
» user c6 thé 14 modt nhom
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Access Control List

Owner clia process
Process
File =——|F1}——{ A:RW; B: R
F2—{ A'R; BRW: CR |«__/ >mot ACL
F3 —>{ B:RWX; C:RX
File F1:

- Moi qua trinh cla user A c6 quyén doc/ghi
- Moi qua trinh ctia user B cé quyén doc

J L

\ User
space

\ Kernel
space
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Cac Access Control Bit

= Cac thao tac: read, write, execute

= Ba nhédm user: owner, group, other (public)
« User name va user identifier (user ID)
- Group name va group identifier (group ID)
= Vidu trong UNIX: m6i nhom user c6 mot field, moi field
coO 3 bit
. Field: read | write | execute

o ITri 0/1 0/1 0/1
owner access 7 = 111
group access 6 — 110

public access 1 = 00 1
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