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Van dé deadlock trong hé théng

= Tinh huéng: mot tap cac process bi blocked, moi
process gil tai nguyén va dang chd tai nguyén ma
process khac trong tap dang gil.
m Vi dL_J
e Gia st hé thong cé mot printer va mot DVD drive. Qua trinh P1
dang gitr DVD drive, qua trinh P2 dang gil printer.

Bay gid P1 yéu cau printer va phai dgi, va P2 yéu cau DVD
drive va phai dgi.



M6 hinh héa hé thong

= Hé thong gom cac loai tai nguyén, ki hiéu R,, R,,.., R,
e Tai nguyén: CPU cycle, khdng gian bd nhd, thiét bi I/O, file, ..
Méi loai tai nguyén R;c6 W, thuc thé (instance).

s Process st dung tai nguyén theo thu ty
e Yéu c4u (request): process phai chd néu yéu cau khong dugc dap ting
ngay
e SU dung (use): process su dung tai nguyén
e Hoan tra (release): process hoan tra tai nguyén

= Cac tac vu yéu cau va hoan trad dudgc goi qua system call. Vi du
e request/release device
e open/close file
e allocate/free memory



Diéu kién can dé xay ra deadlock (1/2)

B6n diéu kién can (necessary condition) dé xay ra
deadlock

. Mutual exclusion: mdt tai nguyén cé thé dugc cap phat
cho nhiéu lam l1a 1 qua trinh (ttéic 1a khéng chia sé dudgc)
. Hold and wait: mdt qua trinh dang gitr mét tai nguyén
dugc phép yéu cau thém tai nguyén khac.



Diéu kién can dé xay ra deadlock (2/2)

3. No preemption: (= no resource preemption) khong lay lai
tai nguyén da cap phat cho qua trinh, ngoai trtt khi qua
trinh ty hoan tra noé.

4. Circular wait: ton tai mét tap {P,,..,P,} cac qua trinh
dang dgi sao cho
P, dgi mot tai nguyén ma P, dang giU
P, dgi mot tai nguyén ma P, dang giu

P, dgi mét tai nguyén ma P, dang gil

Dé& y: tai nguyén c6 thé gém nhiéu instance



Resource Allocation Graph (1/2)

s Resource allocation graph (RAG) la do thi cé hudng, véi
tap dinh Vva tap canh E

e Tap dinh Vgém 2 loai:
» P={P,, P,,.., P,}  (Tat ca process trong hé thong)
» R={R,, R,,.., R} (Tatca céac loai tai nguyén trong hé thong)

e Tap canh E gom 2 loai:
» Request edge: canh c6 huéng tu P, dén R
» Assignment edge: canh co hudng tu R, dén P,



Resource Allocation Graph (2/2)

Ky hiéu

s Process:
R

= Loai tai nguyén vdi 4 thuc thé:

R
= P,yé&u ciu mot thyc thé cla R, : ﬁ T
R;
= P;dang gili mét thuc thé cla R *.:




Vidu vé RAG (1/2)




Vidu vé RAG (2/2)

Rj

R,

0\

0\

Deadlock xay ral



RAG va deadlock (1/2)

s Vidu mdét RAG chda chu trinh nhung khéng xay ra
deadlock: trudng hgp P, tra lai instance cua R..

& R,

i s
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RAG va deadlock (2/2)

s RAG khéng chta chu trinh = khéng c6 deadlock
= RAG chita mot (hay nhiéu) chu trinh
e Néu mbiloai tai nguyén chi cé mot thuc thé = deadlock

o N&u mbi loai tai nguyén c6 nhiéu thuc thé = c6 thé xay ra
deadlock

11



Cac phuong phap giai quyét deadlock (1/2)

Ba phudng phap
1. B4o dam rang hé thong khéng rai vao tinh trang
deadlock bang cach ngan (preventing) hoac tranh
(avoiding) deadlock.
Khac biét
 Ngén deadlock: khong cho phép (it nhat) mét trong 4 diéu
kién can cho deadlock

e Tranh deadlock: céc qué trinh can cung cép thong tin vé
tai nguyén né can dé hé théng cap phat tai nguyén mot
cach thich hgp
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Cac phuong phap giai quyét deadlock (2/2)

2. Cho phép hé thong vao trang thai deadlock,
nhung sau do phat hién deadlock va phuc héi hé
thong.

3. B6 qua moi van dé, xem nhu deadlock khéng
bao giG xay ra trong hé thong.

e Deadlock khéng dugc phat hién, dan dén viéc giam
hiéu sudt clia hé théng. Cudi cung, hé théng c6 thé
ngung hoat dong va phai dugc khdi dong lai.

e Kha nhiéu hé diéu hanh s dung phuong phap nay.
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1.

Ngan deadlock (1/4)

Ngan deadlock bang cach ngan mét trong 4 diéu kién
can cla deadlock

Ngan mutual exclusion
e doi véi nonsharable resource (vd: printer): khong lam dugc

e doi véi sharable resource (vd: read-only file va tac vu cho phép
lén file chi la doc): khong can thiét
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Ngan deadlock (2/4)

2. Ngan Hold and Wait

e Cach 1: mbi process yéu cau toan bd tai nguyén can thiét mot
lan. Néu cé dud tai nguyén thi hé thdng sé cap phat, néu khong
da tai nguyén thi process sé bi blocked.

e Céch 2: khi yéu cau tai nguyén, process khong dang gili bat ky
tai nguyén nao. Néu dang gil thi phai tra lai trudc khi yéu cau.

e Vidu dé so sanh hai cach trén: mot qué trinh copy di liéu tu
tape drive sang disk file, sap xép disk file, roi in két qua ra
printer.

e Khuyét diém clia cac cach trén:

» Hiéu suat st dung tai nguyén (resource utilization) thap
» Qua trinh c6 thé bj starvation
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Ngan deadlock (3/4)

3. Ngan No Preemption: cho phép lay lai tai nguyén da
cap phat cho qua trinh =
Chi thich hgp cho loai tai nguyén dé dang Iuu va phuc
hoi nhu
e CPU
e Register
e Vung nhd
Khong thich hgp cho loai tai nguyén nhu printer, DVD
drive.
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3. Ngan No Preemption (tt):
M6t hién thuc: Néu process A cé gili tai nguyén va yéu
cau tai nguyén khac nhung tai nguyén nay chua cap
phéat ngay dudc, thi hé thong
e lay lai (preempt) moi tai nguyén ma A dang gi,
e ghi nhan nhiing tai nguyén cla A da bj lay lai va tai nguyén ma

A da yéu cau thém,

e tiép tuc A khi cé da tai nguyén cho né.
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Ngan deadlock (4/4)

4. Ngan Circular Wait: tap cac loai tai nguyén trong hé
thong dudc gan mot tha tu hoan toan.
e Vidu: F(tape drive) = 1, F(disk drive) = 5, F(printer) = 12
» F la ham dinh nghia thu ty trén tap cac loai tai nguyén.
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4. Ngan Circular Wait (tt)

e Cach 1: mbi process yéu cau thuc thé cla tai nguyén theo th tu ting
dan (dinh nghia bdi ham F) cla loai tai nguyén. Vi du
»  Chubi yéu cau thuc thé hop |&: tape drive — disk drive — printer

»  Chubi yéu cau thuc thé khdong hdp I&: disk drive — tape drive

o M3 rong cach 1: Khi mot process yéu cau mot thuc thé cua loai tai
nguyén R, thi né phai tra lai cac tai nguyén R, vGi F(R;) > F(R;).

e “Chuing minh”: phan chung
»  F(R,) < F(R,)

» F(Ry) < F(Ry)
» F(R,) < F(Rj)
» F(Ry) < F(R,)

Vay F(Ry) <F(Ry), m

P,

Rl
et )
? | R,
R3
® |« |:>3
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Deadlock avoidance

Deadlock prevention st dung tai nguyén khéng hiéu qua.

Deadlock avoidance van dam bao hiéu suat st dung tai nguyén toi
da dé&n muc c6 thé.

Yé&u cau moi process khai bao so lugng tai nguyén tdi da n6 can.

Giai thuat deadlock-avoidance sé& diéu khién trang thai cap phét tai
nguyén (resource-allocation state) sao cho hé théng khong rai vao
deadlock.

Trang thai cap phat tai nguyén dudc dinh nghia dua trén so tai
nguyén con lai, so tai nguyén da dudc cap phat va yéu cau téi da
clla mdi process.

20



Trang thai safe va unsafe

= M6t trang thai cGia hé thong dugc goi la an toan (safe)
néu ton tai mot chudi an toan (safe sequence).
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Chubi an toan (1/4)

= M6t chudi qua trinh (P4, P,,.., P,) la mot chudi an toan
néu
e V8imoii=1,.,n, yéu cau t6i da vé tai nguyén ctia P, c6 thé
dugc thoa bdi
» tai nguyén ma hé théng dang co6 san sang (available)
» cung vdi tai nguyén ma tatcad P, , j < i, dang gid.

o
Al

Lu‘

‘sad ||e

|

poau ‘SsaJ xe

available ._l_ _____

resources - 'TT """
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Chubi an toan (2/4)

= MOt trang thai cha hé thdong dugce goi la khéng an toan
(unsafe) néu khong ton tai mot chuoi an toan.
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Chubi an toan (3/4)

Vidu: Hé thédng c6 12 tape drive va 3 qua trinh Py, P, P,
= Gia sii hé théng con 3 tape drive san sang va gia su
trang thai hé thong la

cantbéida  dang gilr

P, 10 5
P, 4 2
P, 9 2

e Chuoi (P4, P,, P,) la chubi an toan = hé thong la an toan



Chuobi an toan (4/4)

= Gia sl hé théng con 2 tape drive san sang va gia su
trang thai hé théng la

cantéida  dang gili

P, 10 5
P, 4 2
P, 9 3

e Hé thong la khéng an toan



Trang thai safe/unsafe va deadlock (1/2)

= Y tudng cho gidi phap tranh deadlock:

Khi mét process yéu cau mot tai nguyén dang san sang,
hé théng sé kiém tra: néu viéc cap phat nay khédng dan
dén tinh trang unsafe thi sé cap phat ngay.

26



Trang thai safe/unsafe va deadlock (2/2)

= Néu hé thong dang & trang thai safe = khong deadlock.
= N&u hé théng dang & trang thai unsafe = co thé dan
dén deadlock.

= Tranh deadlock bang cach cap phat tai nguyén sao cho
hé théng khong di vao vung unsafe.

=

safe
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Giai thuat banker

= Ap dung cho hé théng cép phat tai nguyén trong dé mdi
loai tai nguyén c6 thé c6 nhiéu instance.
s Diéu kién
e Mi process phai khai bdo sé ludgng thuc thé (instance) t8i da
cla moi loai tdi nguyén ma né can
o Khi process yéu cau tai nguyén thi cé thé phai dgi mac du tai
nguyén dugc yéu cau dang c6 san
e Khi process da c6 dugc day di tai nguyén thi phai hoan tra trong
moét khoang thgi gian hifu han nao dé.
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= Giai thuat banker gom
o Giai thuat kiém tra trang thai an toan
e Gidi thuat cap phat tai nguyén
e Giai thuat phat hién deadlock
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Giai thuat kiém tra trang thai an toan (1/4)

n: sd process, m:so loai tai nguyén
Cac cau truc di liéu
Available: vector d6 dai m
Available[ j | = k < loai tai nguyén R; co k instance sén sang
Max: ma tran n x m
Max[ i, j ] = k < qua trinh P, yéu cau t6i da k instance clia loai
tai nguyén R,
Allocation: ma tran n x m
Allocation[i, j ] = k < P, da dugc cép phat k instance cla R,
Need: ma tran n x m
Need[i,j] = k & P, c6 thé yéu cau thém k instance cla R,
Nhan xét: Need]i, j ] = Max]i, j ] — Allocation[i, j ]

Ky hiéu Y < X < Y[i] < X[i], vidu (0, 3,2,1) < (1, 7, 3, 2)
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Gidi thuat kiém tra trang thai an toan (2/4)

Tim mdt chudi an toan
1. Goi Work va Finish la hai vector do dai la m va n. Khdi tao
Work <« Available
Finish[i] « false,i=1,.., n
2. Timithoda
(a) Finish[ i ] = false
(b) Need, < Work (hang tht icta Need)
Né&u khdng ton tai i nhu vay, dén budc 4.
3. Work < Work + Allocation,
Finish[ i ] « true
quay vé budc 2.
4. Néu Finish[i] =true, i = 1,.., n, thi hé thong dang & trang thai safe

Thai gian chay cua giai thuat la O(m-n2)
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Gidi thuat kiém tra trang thai an toan (3/4)

m 5process P, ,.., P,

= 3 loaitai nguyén: A, gom 10 instance; B, 5 instance; va C, 7
instance.

= Trang thai cdp phat tai nguyén clia hé théng tai thai diém T,

Allocation Max Available Need

A B C A B C |ABGC A B C
P, 0 1 0 7 5 3 3 3 2 7 4 3
P. 2 0 0 3 2 2 (1 2 29
P, 3 0 2 9 0 2 6 0 0
P, 2 1 {1 2 2 2 0 1 1
P 0 0 2 4 3 3 4 3 1

OO0 ®

N

N



Giai thuat kiém tra trang thai an toan (4/4)

Dung giai thuat kiém tra trang thai an toan, tim dugc mét chudi an
toan la (P, P;, P,, P,, P,):

Allocation Need Work
ABC ABC A B C
3

38895
36895

\l
NeeDDe— DN e—QW—W
w

5

w

N

10 / — 10 5 7



Giai thuat cap phat tai nguyén (1/5)

Goi Request; (d6 dai m) la request vector clia process P, .
Request. [j] = k & P; can k instance cla tai nguyén R; .

1. Néu Request, < Need. thi dén budc 2. Néu khbéng, bao
10i vi process da vugt yéu cau toi da.

2. Néu Request. < Available thi qua buéc 3. Néu khong, P.
phai chd vi tai nguyén khdng con dd dé cap phat.
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Giai thuat cap phat tai nguyén (2/5)

3. Gia dinh cap phat tai nguyén dap Ung yéu cau clia P,
bang cach cap nhat trang thai hé théng nhu sau:
Available <« Available — Request;,
Allocation; <« Allocation; + Request;
Need, < Need,; — Request,

Ap dung gidi thuat kiém tra trang thai an toan Ién trang
thai trén
= NEu trang thai la safe thi tai nguyén dudgc cap thuc su cho P, .
= NEu trang thai la unsafe thi P, phai dgi, va
phuc hoi trang thai:
Available <« Available + Request,
Allocation; « Allocation; — Request,
Need, < Need, + Request,
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Giai thuat cap phat tai nguyén (3/5)

a(tiép vi du) request,(1, 0, 2) cta P, cé thdéa dugckhong ?
aKiém tra diéu kién Request, < Available:
(1,0, 2) L(3, 3, 2) la dung

A B C A B C A B C
Po O 1 O /7 5 3 3 3 2 /7 4 3
P, 2 0 O 3 2 2 1 2 2
P, 3 0 2 9 0 2 6 0 O
P, 2 1 1 2 2 2 o 1 1
P O 0 2 4 3 3 4 3 1

N
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Giai thuat cap phat tai nguyén (4/5)

= (tiép vi du) request,(1, 0, 2) clia P, c6 thda dugckhong?
o Gia sl dap Uing yéu cau, kiém tra trang thai méi c6 phai la safe

hay khong:
Allocation Need Available
A B C A B C A B C
P, o 1 0 7 4 3 2 3 0
P, 3 0 2 0O 2 O
P, 3 0 2 6 0 O
P, 2 1 1 o 1 1
P, O 0 2 4 3 1

o Trang thai mdi la safe, véi chubi an toan la (P,, P, P,, P, P,),
vay cé thé cap phat tai nguyén cho P,.
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Giai thuat cap phat tai nguyén (4/4)

Allocation Need Available
A B C A BUCI||ABZC
P, 0 1 0 7 4 3|2 30
P, 3 0 2 0 20
P, 3 0 2 6 0 O
P, 2 1 1 o 1 1
P, 0 0 2 4 3 1

= P,yéucau (3, 3, 0) hoac P,
yéu cau (0, 2, 0) thi theo giai
thuat cap phat tai nguyén co
théa man dugc hay khong?
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Phat hién deadlock

= Ch&p nhan xay ra deadlock trong hé théng, kiém tra
trang thai hé théng bang giai thuat phat hién deadlock.
Néu co deadlock thi ti€n hanh phuc hoi hé théng

s Cac giai thuat phat hién deadlock thudng st dung RAG

= Giai thuat phat hién deadlock dudc thiét k&€ cho moi
truéng hgp sau
1. Méi loai tai nguyén chi c6 mét thuc thé
2. M®i loai tai nguyén cé thé c6 nhiéu thuc thé
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Mbi loai tai nguyén chi cé mét thuc thé

s SU dung wait-for graph
e Wait-for graph dugc dan xuéat tit RAG bang cach bd cac node biéu dién
tai nguyén va ghép cac canh tuéng ung:
» C6 canh tu P;dén P, < P;dang chd tai nguyén tu P,

D
o ur ¢ I @—0—e
R2R5 @

s Goidinh ky mot giai thuat kiEm tra c6 ton tai chu trinh trong wait-for
graph hay khong. Giai thuat phat hién chu trinh cé thdi gian chay la
O(n?), véi nla so6 dinh cla graph.
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Mbi loai tai nguyén cé nhiéu thuc thé

s Phucong phap dung wait-for graph khéng ap dung dugc cho trudng
hgp mdi loai tai nguyén cé nhiéu instance.
= Gia thiét: sau khi dugc dap Uing yéu cau tai nguyén, process sé
hoan tat va tra lai tat ca tai nguyén — giai thuat optimistic!
= Gidi thuat phat hién deadlock trudng hgp moi loai tai nguyén cé
nhiéu instance: cac cau truc di liéu
Available: vector d6 dai m
s@ instance sdn sang cla mdi loai tai nguyén
Allocation: ma tran n x m
s6 instance clia mdi loai tai nguyén da cdp phat cho moi process
Request: ma tran n x m
yéu cau hién tai cia moi process.
Request [i, j ] = k & P, dang yéu cau thém k instance clia R,
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Giai thuat phat hién deadlock (1/4)

1. Cac bién Work va Finish |a vector kich thudc m va n. Khdi tao:

Work < Available
i=1,2,.., n, néu Allocation, # 0 thi Finish[i] « false
con khéng thi Finish[i] <« true

2. Tim i thda man:

Finish[i] <« false va thGi gian chay
Request; < Work clia giai thuat
N&u khdng tdn tai i nhu thé, dén budc 4. O(m-n?)

3. Work < Work + Allocation;
Finish[ i ] « true
quay vé budc 2.

4. Né&u ton tai i véi Finish[ i ] = false, thi hé thdng dang G trang thai
deadlock. Hon thé niia, néu Finish[ i ] = false thi P, bi deadlocked.
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Giai thuat phat hién deadlock (2/4)

= Nhan xét:

e Khi giai thuat phat hién deadlock khong thay hé théng dang
deadlock, chua chéac trong tuong lai hé théng van khong
deadlock.
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Giai thuat phat hién deadlock (3/4)

= Hé thdng cé 5 qua trinh P, ,.., P,
3 loai tai nguyén: A, gom 7 instance; B, 2 instance; C, 6 instance.

Allocation Request Available
A B C A B C A B C
P, O 1 O O 0 O O 0 O
P, 2 0 O 2 0 2
P, 3 0 3 O 0 O
P, 2 1 1 1 0 O
P O 0 2 O 0 2

N

Chay giai thuat, tim dugc chudi (P,, P,, P, P,, P,) vGi Finish[i]
= true cho moi i, vay hé thong hién khéng bi deadlocked.
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Giai thuat phat hién deadlock (4/4)

= Nhung néu thém vao dé P, yéu cau mot instance clia C, nghia la ¢o

ma tran Request:

Request

B

U

0T
O~ 0MNMO X
OO0 ooo

e

e Hé théong cd dang bi deadlocked?

C

N O =+~ NN O

» C6 thé thu héi tai nguyén dang gili bdi process P, nhung van khéng

dd dap ng yéu cau cla céac process khac.
Vay ton tai deadlock, gay bdi cac process P,,P,,P;,vaP,.
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Phuc h6i khoi deadlock

s Cac giai phap khi phat hién deadlock
e bao ngudi van hanh (operator), ngudi nay sé xu ly tiép
hoac
e hé théng tu ddng phuc hoi bang cach pha deadlock:
» Gidi phap cham dut qua trinh
» Gidi phap lay lai tai nguyén
» Giai phap Rollback

46



Phuc hoi khoi deadlock: Cham dut qua trinh

= Phuc héi hé théng khdi deadlock bang cach
e Cham dut tat cé process bi deadlocked, hoéc
e Cham dut lan lugt tiing process cho dén khi khdng con deadlock

» SU dung giai thuat phat hién deadlock dé xac dinh con
deadlock hay khéng

= Dua trén yéu t6 ndo dé chon process can dugc cham
dut?
e DO uu tién clia process
e Thgi gian da thuc thi cla process va thgi gian con lai
e Loaitai nguyén ma process da st dung
o Tai nguyén ma process can thém dé hoan tat céng viéc
e S0 lugng process can dugc cham dt (?)
e Process la interactive process hay batch process
47



Phuc hoi khoi deadlock: Lay lai tai nguyén

m Cac budc

e Tam diing process P can lay lai tai nguyén, |14y lai tai nguyén tu
P, cap phat chiing cho process khac.

e Khitai nguyén dudc tré lai, cAp phat ching lai cho P, roi ti€p tuc
P.

= Gidi phap thudng khé hodc khdng thé thuc hién dugc.

48



Phuc hdi khoi deadlock: Rollback

m Xac dinh mot process P dang gil tai nguyén ma mot
process Q dang deadlocked can

= Rollback process P vé mdt thdi di€m ma no chua cé tai
nguyén nay.

= Cap phat tai nguyén nay cho qua trinh Q
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